Driving efficiency and sustainability I i i E ! I

PROFINET® - Device

PLC500, PLC500ED, PLC500MC
PLC410

Application Note

'STATUS O

SERIAL )

CANCY

POWER [
[




=

Application Note

PLC410, PLC500, PLC500ED, PLC500MC
Document: 10013301188

Language: English

Revision: 00

Publication Date: 05/2026



SUMMARY OF REVISIONS

The information below describes the reviews made in this manual.

Version

Revision

Description

1.5.0

R0OO

First edition.




CONTENTS

1

INTRODUCTION ..., 1-1
1.1 TERMS AND DEFINITIONS USED...........ceiiiiiiiiiiitiiitiiiiiiiiiiiiiiit e 1-1
1.2 THE PROFINET PROTOCOL ..ottt ettt 1-2
1.3 REFERENCE DOCUMENTS ........oiiiiiiiiiiiiitii ittt ettt 1-2
1.4 IMPORTANT NOTICE ABOUT CYBERSECURITY AND COMMUNICATIONS .................... 1-2
1.5 TRADEMARKS ........ooiiiiiiiiiiiii e 1-2

ETHERNET INTERFACE ..., 2-1
2.1 INDICATION LEDS .......uutitiiiiiiiiiiiiiiiie et 2-1
2.2 PROFINET NETWORK INSTALLATION..........ooiiiiiiiiiiiiiiiiiai ittt 2-2
2.3 PROFINET NETWORK TOPOLOGIES ............ccoiiiiiiiiiaiaiaaiaiait et 2-3

CODESYS PROJECT ... 3-1
3.4 PROJECT CREATION ... ...uoiiiiiiiiiiiiiiiiti et 3-1
3.2 ADDING THE PROFINET DEVICE ...........oiiiiiiiiiiiiiiiiie e 3-2
3.3 ADDING SUBMODULES ..........ouuiiiiiiiiiiiiiitiiet et 3-3

PROFINET NETWORK CONFIGURATION ..o, 4-1
4.1 ETHERNET INTERFACE CONFIGURATION .............ooiiiiiiiiiiiiiiiiiiiiiaiiiie e, 4-1
4.2 SWITCH MODE ..ottt 4-1
4.3 NETWORK CONFIGURATION ............uuiiiiiiiiiiiiiiiiiiiiii i, 4-2
4.4 PROFINET DEVICE CONFIGURATION .............oiitiiiiiiiiiiiiiiiiiiaia e, 4-4
4.5 1/0 DATA CONFIGURATION...........uuuuiiiiiiiiiiiiiiiiiii e, 4-5
4.6 EXPORTING THE GSDML FILE FROM THE CODESYS PROFINET DEVICE .................... 4-6

MONITORING ... o 5-1
5.1 VARIABLE MONITORING ..........ouiiiiiiiiiiiiiiiiii i 5-1

5.2 COMMUNICATION ERRORS ... e 5-2



INTRODUCTION

1 INTRODUCTION

This Application Note is intended to assist in the use of the PROFINET® protocol in WEG PLCs, models PLC410,
PLC500, PLC500ED and PLC500MC. Throughout this document, the PLC500 is used as an example. However,
the information presented is applicable to the other PLC models described above. It should be noted that the
data provided may change slightly due to the continuous development and updating of products and tools.

In addition to providing an overview of the PROFINET protocol, this document presents the communication
interfaces, installation recommendations, network topologies, and a guide to establish PROFINET
communication using a PLC500 as a Device in CODESYS®.

For more information regarding the hardware, interfaces and communication protocols, refer to the User Manual
of the respective product, available on the WEG website. For a deeper and more detailed description of
PROFINET network operation, access the online help at CODESYS Online Help.

The text of this application note was translated from the original portuguese version using artificial intelligence,
with technical review performed by WEG.

ATTENTION!
& This application note is intended for professionals trained in industrial networks. The installation
and configuration of the devices must be carried out according to the manufacturer’s manual.

NOTE!
@ It is recommended to use version CODESYS V3.5 SP19 or higher, as well as the latest version of
the configuration libraries for PROFINET.

1.1 TERMS AND DEFINITIONS USED

CODESYS: Programming platform that allows developing, configuring and monitoring solutions for industrial
automation and system integration.

DAP: Ethernet interface of the PROFINET Device used as an access point for communication (Device Access
Point).

TCP: Connection-oriented protocol that performs flow control, error checking and retransmission of data packets
between network devices (Transmission Control Protocol).

UDP: Connectionless protocol that sends data independently, without flow control, retransmission or order
checking, enabling low-latency communication between devices (User Datagram Protocol).

LLDP: PROFINET network protocol that facilitates topology discovery, commissioning and replacement of failed
devices on the network without the need for specific software.

MRP: Redundancy protocol used in PROFINET ring network topologies (Media Redundancy Protocol).

PNO: Industry association dedicated to the development, standardization and promotion of industrial
communication and automation technologies, such as PROFIBUS and PROFINET (PROFIBUS
Nutzerorganisation e.V.).

Jitter: Term used to describe variation in delay or instability in the data transmission time in a network or system.

MAC: Unique identifier assigned to network devices to ensure correct communication between them in a local
network (Medlia Access Control).

RT: Real time.
IRT: Isochronous real time.

GSDML: XML file used in PROFINET networks to describe devices, including identification, configuration
parameters, modules and diagnostic information.
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1.2 THE PROFINET PROTOCOL

PROFINET (Process Field Network) is an industrial communication protocol based on Ethernet, widely used
in manufacturing and process automation. It is managed by PROFIBUS & PROFINET International and is
considered the successor of PROFIBUS.

In a PROFINET network, Controllers manage communication and control of Devices. Devices, in turn, execute
tasks according to the Controllers’ instructions and also provide status and diagnostic data. Both Controllers
and Devices can act as providers, the role of sending data, and as consumers, the role of receiving data.

PROFINET uses the TCP and UDP protocols for tasks that are not time-critical, such as configuration,
parameterization and diagnostics. The RT communication mode is used for cyclic and deterministic
communication, essential for applications that require real-time data transfer. The IRT mode is an extension of
RT mode that enables time synchronization of devices for applications that require high precision, such as
softmotion motion control.

1.3 REFERENCE DOCUMENTS

It is recommended to consult the documents related to the PROFINET network presented in Table 1.1.

Table 1.1: Reference documents.

Document Version Source
PROFINET System Decription Technology and Application 11/2018 PNO
PROFINET Design Guideline 1.59 PNO
PROFINET Assembling Guideline 212 PNO
PROFINET Commissioning 1.53 PNO

1.4 IMPORTANT NOTICE ABOUT CYBERSECURITY AND COMMUNICATIONS

WEG PLCs, models PLC410, PLC500, PLC500ED and PLC500MC, have the capability to connect and
exchange information through communication networks and protocols. Although they have been designed and
tested to ensure proper operation with other automation systems using the protocols mentioned in this manual,
it is essential that the customer understands the responsibilities associated with information and cybersecurity
when using this equipment.

Therefore, it is entirely the customer’s responsibility to adopt defense-in-depth strategies and implement policies
and measures to ensure the security of the system as a whole, including communications sent and received by
the equipment. These measures include, but are not limited to, installing firewalls, antivirus and antimalware
programs, data encryption, authentication control, and physical user access control.

WEG and its affiliates are not responsible for damage or losses resulting from cybersecurity breaches, including,
but not limited to, unauthorized access, intrusion, leakage and/or theft of data or information, denial of service,
or any other form of security breach. The use of this product under conditions for which it was not specifically
designed is not recommended and may result in damage to the product, the network and the automation system.

In this sense, it is essential that the customer understands that external interventions through third-party
programs, such as sniffers or programs with similar actions, have the potential to cause interruptions or
restrictions in the equipment’s functionality.

1.5 TRADEMARKS

PROFINET® is a registered trademark of PROFIBUS Nutzerorganisation e.V.

All other trademarks are the property of their respective owners.
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2 ETHERNET INTERFACE

ETHERNET INTERFACE

PROFINET communication is performed through the Ethernet interfaces, indicated in Figure 2.1 for the PLC500
and PLC410. Initially, each Ethernet interface has the IP address indicated in Table 2.1, which can be changed

through the application in the CODESY'S software.

(b)

Figure 2.1: Indication of the Ethernet interfaces of the PLCs. (a) PLC500 and (b) PLC410.

Table 2.1: Default addresses for the Ethernet interfaces.

PLC410 PLC500 Default IP address
ETH ETH1 192.168.1.10
- ETH2 192.168.2.10

The pinout of the connector follows the Ethernet 1000BASE-TX standard. The PLC410 Ethernet interface
supports speeds up to 100 Mbps, while the PLC500 Ethernet interfaces reach up to 1000 Mbps.

The interface is compatible with several communication protocols, including PROFINET. For instructions on how
to configure these networks, refer to the product Application Notes available on the WEG website.

2.1 INDICATION LEDS

The Ethernet ports have LEDs to indicate speed and network link/activity, as indicated in Figure 2.2. These
LEDs have the behavior described in Table 2.2 and Table 2.3.
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Figure 2.2: Speed and link/activity LEDs of the PLC500 Ethernet interface.

Table 2.2: S1 LED - Speed.

State

Description

Off

Equipment powered off or 10 Mbps link

Green, steady

100 Mbps link
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Table 2.3: L1 LED - Link/Activity.

State Description
Off Equipment powered off or no link
Amber, steady With link and no network activity
Amber, blinking With link and with network activity

2.2 PROFINET NETWORK INSTALLATION

The PROFINET network, like many industrial communication networks, because it is often applied in harsh
environments with high exposure to electromagnetic interference, requires certain precautions to ensure a low
communication error rate during its operation.

ATTENTION!
& The use of passive components (cables, connectors) certified for industrial applications is
recommended.

The recommended characteristics for the cable used in the installation are:
= Standard Ethernet cable, 100Base-TX, CAT 6 or higher.
= Shielded cable.
= Maximum length of 100 m for connections between equipment.

Switches can be used in PROFINET networks together with other TCP/UDP network protocols, as demonstrated
in Figure 2.3. Switches that are compatible with the LLDP protocol offer more advanced PROFINET diagnostics,
and also enable integration with devices that do not support MRP.

NOTE!
@ To ensure reliable network management and advanced diagnostic capabilities, it is recommended
to use devices and switches compatible with PROFINET.

Controller
& Server Device Device

PROFINET

Client

Server Server
Figure 2.3: PROFINET network topology with other TCP/UDP protocols on Ethernet port 1 of the PLC500 using a switch.

ATTENTION!

& The PROFINET and EtherCAT protocols do not work using the same Ethernet port. In the PLC500,
PLC500MC and PLC500ED models it is necessary for each protocol to use a separate interface,
as demonstrated in Figure 2.4.
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Device
Controller

PROFINET  gjave
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Slave

II L ] _I
EtherCAT

Figure 2.4: PROFINET and EtherCAT network topology using distinct Ethernet interfaces.

A proper connection to the grounding system is essential to minimize electromagnetic interference problems in
industrial environments. It is important to avoid connecting the cable at multiple grounding points, especially
in locations where there are potential differences between ground points. In addition, it is recommended that
signal and communication cables be installed in dedicated routes, keeping distance from power cables.

DANGER!
A Improper grounding installations may cause failures in the PROFINET network and represent a
risk of fatal electric shock.

2.3 PROFINET NETWORK TOPOLOGIES

Network topologies in a PROFINET system may vary according to project needs and installation architecture.
The protocol has network scanning functionality and is able to automatically detect the installed topology.
Noteworthy are the star topology, in which a central switch connects all devices, as illustrated in Figure 2.5;
the daisy-chain topology, which enables sequential connection of devices, as shown in Figure 2.6; and the
combination of both topologies, as exemplified in Figure 2.7.
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Device

Controller

Device

Figure 2.5: PROFINET star topology.
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Device Device

Device

Device
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Figure 2.6: PROFINET daisy-chain topology (daisy-chain).

Device

0"

! CODESYS

Figure 2.7: Mixed PROFINET topology.
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3 CODESYS PROJECT
In this chapter, the steps on how to create a project and add the PROFINET Device are presented.

3.1 PROJECT CREATION

In the CODESYS software, create a new project using the Standard project template, choose the directory and
the application name. Then, select the PLC500 device and the desired programming language, as shown in
Figure 3.1.

“Z] New Project X
Categories Templates
{1 Libraries i FE
{1 Projects | = LE Standard Project X
Empty project  HMI project Standard
project project w... = You are about to create a new standard project. This wizard will create the following
| :'i | objects within this project:

- One programmable device as specified below

- A program PLC_PRG in the language specified below

- A& gydlic task which calls PLC_PRG

- A reference to the newest version of the Standard library currently installed.

Device PLC500 (WEG) -
PLC_PRGin Ladder Logic Diagram (LD} e
A project containing one device, one application, and an empty implementation for PLC_PRG
Name PLC500_PROFINET_Device
Location |C:VJsers‘dJser\domments\codesys‘\ e |

|
‘ ot | |
|

Figure 3.1: Project configuration in CODESYS.

NOTE!

@ If the PLC410, PLC500, PLC500ED or PLC500MC device is not yet available among the options,
you must download and install the WEG package for CODESYS. Check the Product Manual
available on the WEG website to find the necessary steps and settings.

When creating an application for the PLC500 Device, the standard network interfaces will be automatically
pre-configured, as indicated in Figure 3.2.

Devices - 0 X

=15 PLCS00 PROFINET Device -
=Wl Device (PLC500)
=B PLC Logic
- a Application
>m] Library Manager
[ PLC_PRG (PRE)
-@ Task Configuration
= Qfﬁs MainTask
“8 pLc_pre
u? Setup (Setup)
& 1_0s{1/0s)
+ "] Expansions (Expansions)
(@ Em1EHY
m ETHZ (ETHZ)
m CAN (CAN)
[ rs485 (RS485)

Figure 3.2: PLC500 initial project tree.
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3.2 ADDING THE PROFINET DEVICE

Right-click on the Ethernet interface chosen for communication and select Add Device. A new window will
open. Expand the Fieldbuses, PROFINET 10 and PROFINET IO Device icons using the + symbol until the
CODESYS PROFINET Device appears, as shown in Figure 3.3. With the device selected, click Add Device.

Devices - 7 x

=5 ALES0_FROFINET Device -
=i} Device (PLCS00)
B PLC Logic
= o Application
~{fif) Library Manager
-] pLc_PrG (PRE)
={#8 Task Configuration

[ Add Device

Name CODESYS_PROFIMET_Device

Action

© Append device Insert device Flug device () Update device

& MainTask String for a full text search Vendor <Al vendors> i
- pLC_PRG
n_ﬁ Setup (Setup) Mame Vendor Version Description
2 I_Os (If0s) = ﬂi Fieldbuses
]“ Expansions {Expansions) +- = EtherNet/IP
[ E™H1EHY W5 Modbus
& Cut i
- [ E™H2 ETHY) : = B PROFINET IO
[ can (cany Copy = [ PROFINET 10 Device
[ rs48s (Rs4ss) B Paste . [ CODESYSPROFINET Device  CODESYS ~ 4.6.0.0  CODESYS PLC running as PROFINET Device.
¥ Delete *- £ PROFINET 10 Master
Refactoring 3
i 8 Group by category [ Display all versions (for experts only) [ Display outdated versions
[Z Properties...
) m Name: CODESYS PROFINET Device
15 Add Object Vendor: CODESYS
Categories: PROFINET IO Device
I3 Add Folder... Version: 4.6.0.0
Add Device... ‘I Order Number; - -
Description: CODESYS PLC running as PROFINET Device. )
Disable Device

Update Device...

Edit Object Append selected device as last child of

Edit Object With... ETH1

Edit 10 mapping &  (Youcan select another target node inthe navigator while this window is open.)

Import mappings from CSV... Close
Export mappings to C5V..,

Figure 3.3: Adding the PROFINET Device.

The CODESYS PROFINET Device will be incorporated into the project tree and the

Profinet_CommunicationTask and Profinet_IOTask tasks will be automatically added, as illustrated in
Figure 3.4.

Devices > 3 X
=5 ALCSO0_PROFINET Device -
=l Device (PLCS0D)
=B PLC Logic

-O Application
m Library Manager
[F] PLC_PRG (PRG)
-@ Task Configuration
g% MainTask
- PLC_PRG
g% Profinet_CommunicationTask
@ CODESYS_PROFIMET_Device.CommCyde
g Profinet_IOTask
n,ﬁ Setup (Setup)
2 1_Os (I/0s)
+]“ Expansions (Expansions)
= [ em EmHY
"] CODESYS_PROFINET_Device (CODESYS PROFINET Device)
m ETHZ (ETHZ)
m CAN (CAN)
-] rs48s5 (RS485)

Figure 3.4: CODESYS PROFINET Device added to the project tree.

NOTE!

@ Profinet_IOTask is the task used for cyclic communication of PROFINET RT packets.
Profinet_CommunicationTask is the task used for acyclic communication in the PROFINET
network, having low priority because it is not critical.
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3.3 ADDING SUBMODULES

The PLC500 configured as a PROFINET Device can be customized to provide I/O data to a PROFINET
Controller. Depending on the application, different submodules can be included to map digital or analog inputs
and outputs of the PLC or its accessories. As an example, 1/0O data for the PLC500 digital inputs and outputs
will be configured.

NOTE!

@ According to the application needs, more modules can be added for data exchange between the
PLC500 and a PROFINET Controller. For WEG PLCs with CODESYS, the maximum number of
supported data is 1440 bytes for output variables and 1440 bytes for input variables.

Right-click on the CODESYS PROFINET Device and select Add Device. A new window will open. Expand the
Fieldbuses, PROFINET IO and PROFINET 10 Module icons using the + symbol until the InOut 8bit module
appears, as shown in Figure 3.5. Select the module and click Add Device. The module will be added below
the CODESYS PROFINET Device.

[ Add Device b4

Name InOut_8Bit_1

Action

© Append device () Insert device Flug device (0) Update device
String for a full text search vendor  zall vendors> ~
Mame Vendor Version Description
—m Fieldbuses
= 1 PROFINET 10
= £ PROFINET 10 Module
+ -1 Features
+D Input
= - [ Input/Output
m InQut64Byte  CODESYS 4.6.0.0 Module with Input- and Output-Data
@ CODESYS 46.0.0  Module with Input- and Output-Data
m InQutFloat32  CODESYS 4.6.0.0 Module with Input- and Qutput-Data

@ Group by category (] Display all versions (for experts only) (] Display outdated versions

[  mame:InOutsBit
Vendor: CODESYS
Categories: PROFIMET I0 Module
Version: 4.6.0.0
Order Number: - I

Description: Module with Input- and Output-Data LY

Append selected device as last child of
CODESYS_PROFINET_Device

&  (You can select another target node inthe navigator while this window is open.)

Add Device Close

Figure 3.5: Adding a submodule to the PROFINET Device.
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4 PROFINET NETWORK CONFIGURATION

In this chapter, the steps on how to configure a PROFINET network with the PLC500 acting as a Device in
CODESYS are presented.

4.1 ETHERNET INTERFACE CONFIGURATION

The configuration of the PLC500 Ethernet interfaces can be done through the Setup tab in CODESYS, as
indicated in Figure 4.1.

o¥ Setup X =

Setup Paramaters Parameter Type Value Default Value Unit  Description
+- [l Firmware

+- [ Date and Time

+- [l Termination Resistors

PLC Setup IEC Objects

Setup 1f0 Mapping

- [l Ethernet 1

@ Mode Enumeration of BYTE Independent Independent Interfaces configuration mode (Independent or Switch)
@ P STRING '192.168.1.10' '192.168.1.10° Ethernet 1 IF (configure only in "Static” mode)
’ @ NetMask STRING '255,255,255.00 '255,255,255.0' Ethernet 1 netmask (configure only in "Static™ mode)
# IP assignment Enumeration of BYTE Static Static Ethernet 1 IP assignment mode
Led MAC STRING ‘not updated' ‘not updated' Ethernet 1 MAC

=- [ Ethernet 2
@ Made Enumeration of BYTE Independent Independent Configurable in Ethernet 1
# P STRING '152,168.2.10' '182.168.2.10' Ethernet 2 IP {configure only in "Static” mode)
Lo NetMask STRING '255,255.255.0° '255.255.255.0' Ethernet 2 netmask (configure only in "Static™ mode)
@ IP assignment Enumeration of BYTE Static Static Ethernet 2 IP assignment mode
S MAC STRING ‘not updated' ‘not updated' Ethernet 2 MAC

=- [l Default Route
4 Default Route Enumeration of BYTE MNone MNone Default route for Ethernet (Ethernet 1 for Switch mode)
o Gateway STRING '192,168.1, 100" '192,168.1.100 Gateway (configure only in "Default Route™ mode)

#- [ LEDs Indication

Figure 4.1: Network interface configuration for the PLC500.

To obtain the IP address of an interface automatically on the network, change the IP assigment field to DHCP.
When selecting this option, the interface will request an IP address from a DHCP server available on the network,
which will assign a valid IP and other settings, such as subnet mask and default gateway.

ATTENTION!

& The Ethernet ports, when configured in Independent mode, must operate on distinct networks.
Do not use the 192.168.234.XXX address range, as it is reserved for access to the PLC500 through
the USB2 interface. Incorrectly configuring these ports may result in loss of access to the
PLC, making it unreachable via Ethernet until the settings are corrected.

4.2 SWITCH MODE

The PLC500 can operate in Switch mode, in which a new network interface called br1 is created to virtually
interconnect Ethernet 1 and Ethernet 2 interfaces, allowing both to share the same IP address configured on
Ethernet 1. The user can change the operating mode of the interfaces from Independent to Switch in the Mode
parameter of Ethernet interface 1, as demonstrated in Figure 4.2.

ATTENTION!

& If the PLC500, PLC500MC or PLC500ED are configured in Switch mode, PROFINET
communication is established only through the ETH1 interface. ETH2 can be used to expand
the PROFINET network in a daisy-chain topology (daisy-chain) or for other TCP/UDP protocols.
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o Setup x | -

Setup Parameters Parameter Type Value Default Value Unit  Description
+ 4l Firmware

+- [ Date and Time

* [ Termination Resistors

PLC Setup IEC Objects

Setup If0 Mapping

= [l Ethernet 1
L @ Mode Enumeration of BYTE Independent Interfaces configuration mode (Independent or Switch)
PP STRING '192.168.1.10" Ethernet 11P {configure only in "Static” mode)
L@ NetMask STRING Switch '255,255,255.0' Ethernet 1 netmask {configure only in "Static” mode)
- @ IP assignment Enumeration of BYTE Static Static Ethernet 1 IF assignment mode
o MAC STRING ‘not updated' ‘not updated' Ethernet 1MAC

+- [ Ethernet 2
#.- [ Default Route
*+- [l LEDs Indication

Interfaces configuration mode (Independent or Switch)

Figure 4.2: Configuration of the switch mode for the Ethernet interfaces.

NOTE!

When changing to Switch operating mode, it is recommended to restart the product, as this action
is necessary to ensure the proper operation of some communication protocols.

4.3 NETWORK CONFIGURATION

Every device on an Ethernet network requires an IP address and a subnet mask. The network must be
configured with valid addresses for each PROFINET Controller and PROFINET Device, ensuring that the
addresses are unique and within the allowed IPv4 address range. Otherwise, connectivity problems may occur.
By double-clicking the Ethernet interface that has the PROFINET Device, a window opens, as shown in

Figure 4.3. The Browse box is used to select the Ethernet port. Below this box, the device IP, network mask
and gateway can be changed.

NOTE!
@ To use the Browse box, the PLC500 must be correctly connected and identified on the computer.
Otherwise, a network communication error will be generated.

[ EHL x| -
General
Network interface  ethl Browise..
Log IF address 192 . 168 . 1 . 10
Network Adapters X
Ethemnet Device Paramaters Subnet mask 255 . 255 . 255 . O
Default gateway 0.0 .0 .0 Interfaces
Status ini
[:] Adjust operating system settings s Description IP address
lo 127.0.01
Ethernet Device I[/O Mapping
Ethernet Device IEC Objects eth2 152.168.2.10
sitD 0.0.0.0
Infermation ush2 152.168.234.234
_
IP address 192 168 . 1 . 10
Subnet mask 255 . 255 . 2556 . O
Default gateway 0o .0 .0 .0
MAC address 00:01:C0:33:B1:97
Conce

Figure 4.3: Network configuration for the PLC500 using ETH1 in independent mode.
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NOTE!
@ In the Network interface field, enter the name of the interface that will be used by the PLC500 for
PROFINET communication. If this field remains empty, communication will not function properly.

If the PLC500 is configured in Switch mode, the br1 interface must be used for PROFINET communication, as
demonstrated in Figure 4.4. If the interface is not yet configured in this mode, it will not appear in the Browse
option, and it must be typed manually. Make sure the IP address is the same as configured on Ethernet port 1
in the PLC500 Setup.

NOTE!

@ The br1 interface appears after downloading the program to the PLC500 configured in Switch
mode. Again, it is important to ensure that the product is restarted when this is the first time the
Ethernet interface is being configured in this mode.

[ ETHL x| -

Network interface brlI Browse..

Log IP address 2 .168 . 1 . 11|

General

Ethernet Device Parameters Subnet mask 235 255 .55 . B

Default gateway o .0 .0 .0
Status
[:] Adjust operating system settings

Ethernet Device /O Mapping

Ethernet Device IEC Objects

Information

Figure 4.4: Network configuration for the PLC500 in switch mode.
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4.4 PROFINET DEVICE CONFIGURATION

Double-click on the CODESYS PROFINET Device to open its general configuration window. Enable the Use
project parameters option, so the PLC500 will configure its own IP and Station name according to what is
entered in its field.

The IP and Station name must be unique on a PROFINET network for communication to be established. The
Substitute values options configure the behavior of the output variables when the PS status bit is Bad; in
Inactive the outputs are forced to zero, and in Last value the outputs keep their last state from when the PS
status bit was Good.

ATTENTION!

& When the PLC500 as a PROFINET Device is configured with the Last value option in Substitute
values, the last value of the output variables is maintained even if the connection with the
PROFINET Controller is interrupted. If the PLC500 goes to STOP, what was configured as an
option in Device — PLC Settings — Behavior for outputs in stop will be followed.

m CODESYS_PROFINET_Device X -

General IP and Name Assignment

PROFINET Device If0 Mapping () Load remanent data  PNDevice.data

o Use project parameters
PROFINET Device IEC Objects

Stationmame  PN-Device-PLC500

Log

/O Provider / Consumer Stalus
Status 8 Use incoming (recommended)

Information [ Useoutgoing

Substitute values
© Inactive

() Last value

Figure 4.5: PROFINET Device general settings.

A PROFINET Controller that will establish communication must keep the option for IP configuration via the
network disabled. Otherwise, communication will not be established. For example, in TIA Portal, for the
PROFINET Controller, select the option IP address is set directly at the device, as shown in Figure 4.6.
For a PROFINET Controller that uses CODESYS, refer to the PROFINET Controller application note for the
PLC500/PLC410, available on the WEG website.

7% wewwork| 42 Conmections [l connecton <] 43 Relaions | ¢ 42 G [ @ & EW)

0 10 system: PLC_1.PROFINET I10-System (100)
TEE PLC500/PLC410
L] - PROFINET Device

pLC_1
CPU 1516-3 PNL..

1
< PLC_1_PROFINET |O-Syste__ ==

<] M 100% 5 —
|8 Properties H‘i.‘. Info @ "ﬂ Diagnostics ‘
J General | I0tags | Systemconstants | Texts
General Ml
Ethernet addreszes Ethernet E
}» Advance d options Interface networked with
Subnet: | PNIIE_1 [+]

Add new subnet

Internet protocol version 4 (IPv4)

() setIPaddress in the project

P
Subnet mask
Synchronize router settings with 10 controller
Use router
Router address 2] 2] 2] 0
r@ IF 2ddress s set drectyat the device |

Figure 4.6: Disabling IP configuration via the network in TIA Portal.
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4.5 1/0 DATA CONFIGURATION

Double-click the InOut 8bit module and access the PROFINET Device Module 1/0 Mapping tab.

The available variables depend on the type of module selected. In the case of the InOut 8bit module, one
input variable and one output variable of type USINT are available, which can be used to map, respectively, the
PLC500 inputs and outputs.

Since the PLC500 1/Os do not have fixed PROFINET addressing, to access the device digital inputs and outputs
it is necessary to perform the mapping using auxiliary variables in the application. Figure 4.7 presents an
example of mapping USINT-type variables using auxiliary variables in the InOut_8bit submodule.

[ mOut_sBit x| =
General Find Filter Show all » gk Add FB for |0 Channel... ™= Go te Instance J
PROFINET Device Module 1/0 Variable Mapping  Channel Address Type Unit Description
Mapping = Input Data QB2 USINT
E%?:;r;ll:‘r[)avwce Module IEC "@ Read_DI1 X@ Bitn %OX22.0 s00L
" Read DI2 Y9 Bt %QX22,1  BOOL
Status " Read_DI3 e B2 %QK22.2  BOOL
i T Read_DI4 Y Bit3 %QX22.3  BOOL
Information " Read_DIS Y Bit4 %wOX22.4  BOOL
T Read_DI6 Yo Bit5 %QX22.5  BOOL
: "% Read_DI7 Yo Bit6 WOXILE BOOL
"% Read_DI8 Y Bit7 %QX22,7  BOOL
Input Data CS %IB7S Enumeration of BYTE
Output Data %1876 USINT
: % Write_DO1 Y% Bitd WINT6.0 BOOL
% Write_DO2 Ty Bit SINT6. 1 BOOL
- % write_DO3 y Bit2 SINT6.2 BOOL
L M write_Do4 ) Bit3 %INTE.3 BOOL
% write_DOS Yo Bit4 %IX76.4 BOOL
% write DO Yo BitS %IX76.5 BOOL
-~ 9 Write_DO7 Y Bitd %INTE.6 BOOL
. % write_DOB w Bit7 oINT6.7 BOOL
Ly OutputDataPS  %IB77 Enumeration of BYTE
Reset Mapping Always updatevariables  Use parent device setting e
-“ﬂg = Create new variable " = Mapto existing variable

Figure 4.7: Variables declared and mapped for the PROFINET Device submodule.

NOTE!

The availability and access to data types through the PROFINET network may vary from one
device to another. Therefore, during configuration, it is recommended to consult the User Manual
to obtain information about the available data.

©

To interconnect the PROFINET variables with the 1/0s mapped with their PLC500 standard names (DO1, DO2
... DI1, DI2 ...), there is a simple structured text code demonstrated in Figure 4.8.

A

ATTENTION!

Do not change the default names of the 1/O variables previously declared. When updating the
device to a different model and/or version, the variables will return to their original declaration.
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10_mapping - Structured text (ST)

Read_DI1 :=DI1;
Read_DI2 := DI2;
Read_DI3 := DI3;
Read_DI4 := DI4;
Read_DI5 := DI5;
Read_DI6 := DI6;
Read_DI7 := DI7;
Read_DI8 := DI8;

DO1 := Write_DO1;
DO2 := Write_DO2;
DO3 := Write_DO3;
DO4 := Write_DO4;
DO5 := Write_DO5;
DO6 := Write_DO6;
DO7 := Write_DO7;
DO8 := Write_DOS8;

Figure 4.8: 10_mapping program in structured text.

NOTE!

©

For larger-scale applications, in which the state of the PLC500 digital inputs and outputs is crucial,
it is recommended that input variables be read at the beginning of the main program, while output
variables are written at the end. For more information, consult Bus Cycle Task in the online help
at CODESYS Online Help.

4.6 EXPORTING THE GSDML FILE FROM THE CODESYS PROFINET DEVICE

The PLC500 configured as a PROFINET Device uses the CODESYS PROFINET Device already included
in the CODESYS device repository. To establish PROFINET communication with a controller that also uses
CODESYS it is not necessary to export the GSDML file; however, if another software tool is used, the file can

be exported in Tool — Device Repository.

@ PLC500_PROFINET_Device.project - CODESYS

File Edit View Project Build Online Debug | Tools | Window Help BACnet
BEE S| o = i @ ¥ | ¢ #% 45/ @ CODESYS Installer...
m Library Repository...
Devices |m Device Repository...
_‘@ PLESO0_PROFINET_Device @ Visualization Style Repository...
= Device (PLC500)
5 B pLc Logic g License Repository...
= 0 Application == OPC UAInformation Model Repository...
>m Library Manager u License Manager...
10_mapping (PRG) 2| Device License Reader..,

In Fieldbuses — PROFINET IO Slave — I/O — CODESYS PLC, select the version corresponding to your
PROFINET Device included in the project tree and click Export...; a zip file will be generated and saved locally

on your computer.

¥ PLc_PrG (PRG)

= (&8 Task Configuration

‘ & MainTask

@ pLc PRG

@ I0_mapping

E @ Profinet_CommunicationTask
- 48] CODESYS_PROFINET Device.Comm
@ Profinet_IOTask

n? Setup (Setup)

-2 1.0s (1jos)

+“] Expansions (Expansions)

Customize...

Options...

Import and Export Options...
Scripting

Edge Gateway

Automation Server
Miscellaneous

Deploy Control 5L

- v v v

Figure 4.9: Accessing Device Repository in CODESYS.
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# Device Repository X

Location System Repositary
{C:\ProgramData\CODESYS\Devices)

~ Edit Locations...

Installed Device Descriptions

String for a full text search Wendor <Al vendors> “ Install...

Name Vendor  Version  Description Uninstall

+ - B PROFIBUS
+ - HB Ethernet Adapter
+"% F-Submodule Renew Device
*  H PROFINET IO Device Repository
PROFINET IO Master
= F PROFINET IO Slave

+ [ General

=-[@1o

=-[14 CODESYS PLC

- 'I'G] CIFX PROFINET Device CODESYS W3.x-... CODESYS PLC running as PROFINET Device (C
- m CODESYS PROFINET Device ~ CODESYS  SW=W4... CODESYS PLC running as PROFINET Device.
- 'I'@ CODESYS PROFINET Device  CODESYS  SW=VY4... CODESYS PLC running as PROFINET Device.
- m CODESYS PROFINET Device  35-5Sm... ¥4.3.0 CODESYS PLC running as PROFINET Device.
- 'I'@ CODESYS PROFINET Device  CODESYS  ¥4.5.0 CODESYS PLC running as PROFINET Device.

N m CODESYS PROFIMET Device | CODESYS  ¥4.6.0 CODESYS PLC running as PROFINET Device.

Details...

Close

Figure 4.10: Exporting PROFINET Device GSDML from CODESYS.

Use the file inside the zip that has the format GSDML-VX.XX-CODESYS in the automation software to install
the configuration file for the CODESYS PROFINET Device, as indicated in Figure 4.11.

|F 8300001017 4.6.0.0.devdescxml

|70 GSDML-V2.42-CODESYS-CODESYS PLC-20210927 xml

Figure 4.11: Exported GSDML files.
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5 MONITORING

In this chapter, some methods for monitoring PROFINET network variables and diagnosing communication
errors in CODESYS are presented.

5.1 VARIABLE MONITORING

The variables declared on the network can be monitored through two methods: the first possibility is to add them
to the CODESYS program and monitor the variable values online. The second method only requires enabling
Always Update Variables — Enabled 1 (use bus cycle task if not used in any task) at the bottom of the
PNIO Module I/0 Mapping tab for each submodule, as indicated by the red arrow in Figure 5.1.

NOTE!
@ The bus cycle task used for PROFINET I/O variables by default is Profinet_IOTask.

ATTENTION!

A Using PROFINET I/O input and output variables in multiple tasks may lead to unexpected behavior.
Itis recommended to use the variables in the default task Profinet_IOTask, or in another exclusive
task configured in PN-Controller — PNIO I/0 Mapping — Bus Cycle Options.

g mowt_so x| i
General Find Filter Show all ~ ok Add FB for 1O Channel.., H
PROFINET Device Module I/0 Variable Mapping  Channel Address Type Unit Description
Mapping =g Input Data %QB22 USINT
ET:?::IJ:H Device Module IEC " read_DI1 H?@ BitD %0X22.0 BOOL

L "4 read_DI2 ] Bit1 %R0X22. 1 BOOL
Status " read D13 ¢ B2 %QX22.2  BOOL
" read D14 Y Bit3 %Qx22.3  BOCL
Information " read_DIS Y Bit4 %QX22.4  BOOL
; "% read_DI6 Y Bit5 B0 22,5 BOOL
" read DI7 ) Bit6 %QX22.6  BOOL
- read_DI3 Y Bit7 %Q¥22.7  BOOL

Input Data CS BLIBTS Enumeration of BYTE
Output Data %IB75 USINT
4 write_DO1 ) Bitd %Di76.0 BOOL
4 write_DO2 ) Bit1 %IT6. 1 BOOL
- 4 write_DO3 Y Bit2 %INTE.2 BOOL
4 write_DO4 Y Bit3 %INTE.3 BOOL
% write_DOS Yo Bit4 %IX76.4 BOOL
4 write_DOS Yo Bit5 %IX76.5 BOOL
- 4§ write_DO7 ] Bit6 %INTE.6 BOOL
4 write_DOS ) Bit7 %INT6.7 BOOL

Qutput Data PS %IB77 Enumeration of BYTE

Reset Mapping Always updatevariables |Enabled 1 {use bus cyde task if not used in any task)
Use parent device setting
-‘fﬁ@ = Create new variable "% =Mapto existing variable Enabled 1 {use bus cyde task if not used in any task)

Figure 5.1: PROFINET variable update option.

Figure 5.2 shows the CODESYS variable visualization screen for the PROFINET Device through online
monitoring.
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Devices ~ 3 x| [ mout_ssit x -
=5 PLCA00_PROFINET Device - =
1 bevee sy, & | Find Filter Show all ~ dp Add FB for |0 Channel... *= Go to Instance
= Bl pLc Logic PROFINET Device Module JO Varible Mapping ~ Channel Address  Type CurrentValue  Prepared Value Unit  Description
+ ) Application [run] Mapping =" Input Data %QB22 USINT
i o¥ Setup (setup) PROFINET Device Module IEC "9 read DIt “ st wox20  BooL
@ Losuios) R - read_DI2 P ES QK221 BOOL
#2311 Expansions Expansions) Status " read_DI3 Yo Btz %Quz2.2  BOGL
- oM emiEmy "9 read D14 KL %Qu23  BOOL
=% [} CODESYS_PROFINET Device (CODESYS PROFINET Device) Information T read DIS 3 Bitd wou24  B00L
5 (@ mout g8t (nout 881 - "% read_DI6 “  Bits %QX22.5  BOOL
[ out_Float32 (Inout Float32) — ) " resd 07 iy Bits %Qu26  BOCL
@ ez ey B - read_DI§ e B QK227 BOOL
(@ cancan £ Input Data C5 %IB75 Enumeration of BYTE
[ rs48s (rs4es) =4 Cutput Data %4B76 USINT
@ Ethemet Ethemey % write_DO1 R %760 BOOL
# write_DO2 ] Bit1 %Dx76.1 BOOL
4% write_DO3 ‘o Bit2 %D76.2 BOOL
% write_DO4 ] Bit3 %Ix76.3  BOOL
* writz_DOS ‘% Bit4 %4IX76.4 BOOL
% write_DO6 ‘o Bits %IXT6.5 BOOL
% write_DO7 ) Bits %IXTE.6 BOOL
# write_DOB ] Bit7 %IX76.7 BOOL
* OutputDataPS  %IB77 Enumeration of BYTE  GOOD
ResetMapping  Always updatevariables  Enabled 1 (use bus cyde task if not used in any task)
# = Create new variable “§ =Mapto existing variable
[{ nout_Floatsz  x -
General Find Filter Show all ~ ok Add FB for |0 Channel... ~= Go to Instance
m Variable Mapping ~ Channel Address  Type CurrentValue  Prepared Value Unit  Description
Mapping ] Input Data %QD7  REAL 3.14159
PROFINET Device Module IEC % InputDataCs  %IBS0)  ErumerationofBYTE  GOOD
! ] Output Data %ID21 REAL 117.117
Status % Output Data PS %IB88 Enumeration of BYTE GOOD
Information
Device user: Anonymous Lastbuid: @ 0 @ 0 Precompie o/ & RUN Program loaded Program unchanged Project user: (nobady) [ 3EY

Figure 5.2: Monitoring PROFINET variables in online mode in CODESYS.

NOTE!
@ The PLC410, PLC500, PLC500MC and PLC500ED as a PROFINET Device do not have the
functionality for a PROFINET Controller to configure the IP address via the network. Thus, the

symbol “# on the CODESYS PROFINET Device is normally shown when the connection is
established with the device. In the Status tab of the CODESYS PROFINET Device a message
will appear indicating that this functionality is not enabled; however, PROFINET communication
works normally.

5.2 COMMUNICATION ERRORS

When communication problems are found, as shown in Figure 5.3, analyze the Status and Logs information of
the devices, check whether the cables are properly connected, the state of the LED on the Ethernet port used
on the PLC, and review the performed settings. Red icons or exclamation marks may represent communication
or configuration failures.

Devices * 1 x
=5 ALCSO0_PROFINET. Device -
=72 Device [connected] (PLCSD0)
=21 PLC Logic

¥ a Application [run]
o setup (Setup)
= 1_0s (1/0s)
+ ]]] Expansions (Expansions)
=3 (] ETHL ETHY)
=% [T} CODESYS_PROFINET Device (CODESYS PROFINET Device)
& [ nout_sBit (InOut BBit)

[ ez EH)

[l can cany

[ rs4ss (Rs485)

ﬂ‘i Ethernet (Ethernet)

Figure 5.3: Indication of communication failures.
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In the Status tab of the CODESYS PROFINET Device, network diagnostic information is displayed, such as
the number of established connections, number of sent and received frames, average time for sending and
receiving data, among others.

[7] CODESYS_PROFINET_Device X | -
General ) )
Diagnosis daa
PROFINET Device [/O Mapping Module
(Subslot 0x0001)
PROFINET Device IEC Objects (Subslot 0x3000)

_ﬁ Runtime Configuration:

L IP-Change not enabled on spedified interface | PN-Device will operate with limitations.
Enable update of IP-address in *.cfg - File
Status
{Subslot 0x8001)
Information
PROFINET-Ethernet Running
Last diagnostic message
Driver Diag PROFINET IO Device Driver diagnostic information
PM-Device Status Run
-~ Connections 1 Number of established connections
- Online TRUE Device is Online, DCP-Services available (e.g. Identify)
- IP Active TRUE UPD/IP based services active (e.q. Connect, Read/M/rite-Data)
- Stationname 'pn-device-plc500" current Name of Station
+ IPParameter currently active IP-Settings
= Ethernet Statistic
- Received Frames 718955 Overall number of received Frames
- Received RT-Frames 00066 Overall number of received PROFINET-RT Frames
----- Invalid Cydic Frames 0 MNumber of received invalid Cydic Data Frames
- Send Errors 0 Mumber of failed raw-ethernet frame transmissions {CmpSysEthernet)
----- Recv Time {Avg) LTIME #15us573ns Average Time for receiving Ethernet Frames per BusCydle
- Recv Time (Max) LTIME#165us125ns Max Time for receiving Ethernet Frames per BusCyde
----- Send Time (Avg) LTIME #8us518ns Average Time for sending Ethernet Frames per BusCyde
Send Time {(Max) LTIME#152us Max Time for sending Ethernet Frames per BusCyde
- Link Status Up
- MAUType 100BASE-TX full duplex mode

Figure 5.4: CODESYS PROFINET Device Status window.

In the Logs tab of the CODESYS PROFINET Device there is more detailed information about the PROFINET
communication performed by the PLC500.

General

PROFINET Device [/O Mapping

PROFINET Device IEC Objects

(] CODESYS_PROFINET Device x |

* 4 3 3 ®0|GE ®0|631 ()0 | Searchin messages

A< [ & &

Log

Status

Information

Severity

oo

Time Stamp

18.11.2025 19:14:11.096
18.11.2025 1%:14:11.006
18.11.2025 19:14:10.9%4
18.11.2025 19:14:10.947
18.11.2025 19:14:06.592
18.11.2025 19:14:04.556
18.11.2025 19:14:04.466
18.11.2025 19:14:04.453
18.11.2025 19:14:04.407
18.11.2025 1%:14:00.5915

Description
AR in Data Exchange
Received ApplicationReady.cnf
Received PrmEnd.reg
Received Connect.req from 'controller’
Connection Aborted: AR consumer DHT expired
AR in Data Exchange
Received ApplicationReady.cnf
Received PrmEnd.req
Received Connect.req from ‘controller’
Connection Aborted: AR consumer DHT expired

Component

Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device
Profinet Device

Figure 5.5: CODESYS PROFINET Device logs.

Each of its submodules has a Status tab in which the Diagnosis data and Alarms fields may indicate new
information about communication or configuration errors. In the example below, the submodule is indicating
a configuration failure, as a result of an incorrect manual configuration of one or more of its submodules
(Submodule-State: Wrong submodule).
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- 1 x {7 10ut_unsigned32 x =
=5 PLCS00_PROFINET. Device hd
: ; General
—,_f. Device [connected] (PLC500) Diagnosis data
.@:1] PLC Logic PROFINET Device Module [jO Module
+° ion [run] Mapping
- Application (Subslot 0x0001)
75 o8 Setup (Setup) PROFINET Device Module IEC o Submodule-State: Wi bmodul
; ubmodule : Wrong submodule
5T 1 05 1j0s) Objects &
B ‘,}l“ Expansions (Expansions) Status
= [ ETH1 ETHY
=& []] CODESYS_PROFINET_Device (CODESYS PROFINET Device) Information
3] nout_sBit (Inout 86it)

A ] nout_unsigned32 (InOut Unsigned32) T

" A [ nout_Float32 (InCut Float32) T
3 [ ETHZ (ETHD)

- [ can [cany

3 ] Rs48s (Rs485)

-G ﬂi Ethernet (Ethernet)

Device user: Ananymous  Lastbuld: € 0 (& 0 Precompile v fla RUN Program loaded Program unchanged Project user: (nobody) Q e

Figure 5.6: PROFINET Device submodule indicating a configuration failure.
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