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INTRODUCTION

1 INTRODUCTION

This Application Note is intended to assist in the use of the PROFINET® protocol in WEG PLCs, models PLC410,
PLC500, PLC500ED and PLC500MC. Throughout this document, the PLC500 is used as an example. However,
the information presented is applicable to the other PLC models described above. It should be noted that the
data provided may change slightly due to the continuous development and updating of products and tools.

In addition to providing an overview of the PROFINET protocol, this document presents the communication
interfaces, installation recommendations, network topologies, and a guide to establish PROFINET
communication using a PLC500 as a Controller in CODESYS®.

For more information regarding the hardware, interfaces and communication protocols, refer to the User Manual
of the respective product, available on the WEG website. For a deeper and more detailed description of
PROFINET network operation, access the online help at CODESYS Online Help.

The text of this application note was translated from the original portuguese version using artificial intelligence,
with technical review performed by WEG.

ATTENTION!
& This application note is intended for professionals trained in industrial networks. The installation
and configuration of the devices must be carried out according to the manufacturer’s manual.

NOTE!
@ It is recommended to use version CODESYS V3.5 SP19 or higher, as well as the latest version of
the configuration libraries for PROFINET.

1.1 TERMS AND DEFINITIONS USED

CODESYS: Programming platform that allows developing, configuring and monitoring solutions for industrial
automation and system integration.

DAP: Ethernet interface of the PROFINET Device used as an access point for communication (Device Access
Point).

TCP: Connection-oriented protocol that performs flow control, error checking and retransmission of data packets
between network devices (Transmission Control Protocol).

UDP: Connectionless protocol that sends data independently, without flow control, retransmission or order
checking, enabling low-latency communication between devices (User Datagram Protocol).

LLDP: PROFINET network protocol that facilitates topology discovery, commissioning and replacement of failed
devices on the network without the need for specific software.

MRP: Redundancy protocol used in PROFINET ring network topologies (Media Redundancy Protocol).

PNO: Industry association dedicated to the development, standardization and promotion of industrial
communication and automation technologies, such as PROFIBUS and PROFINET (PROFIBUS
Nutzerorganisation e.V.).

Jitter: Term used to describe variation in delay or instability in the data transmission time in a network or system.

MAC: Unique identifier assigned to network devices to ensure correct communication between them in a local
network (Medlia Access Control).

RT: Real time.
IRT: Isochronous real time.

GSDML: XML file used in PROFINET networks to describe Devices, including identification, configuration
parameters, modules and diagnostic information.
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1.2 THE PROFINET PROTOCOL

PROFINET (Process Field Network) is an industrial communication protocol based on Ethernet, widely used
in manufacturing and process automation. It is managed by PROFIBUS & PROFINET International and is
considered the successor of PROFIBUS.

In a PROFINET network, Controllers manage communication and control of Devices. Devices, in turn, execute
tasks according to the Controllers’ instructions and also provide status and diagnostic data. Both Controllers
and Devices can act as providers, the role of sending data, and as consumers, the role of receiving data.

PROFINET uses the TCP and UDP protocols for tasks that are not time-critical, such as configuration,
parameterization and diagnostics. The RT communication mode is used for cyclic and deterministic
communication, essential for applications that require real-time data transfer. The IRT mode is an extension of
RT mode that enables time synchronization of devices for applications that require high precision, such as
softmotion motion control.

1.3 REFERENCE DOCUMENTS

It is recommended to consult the documents related to the PROFINET network presented in Table 1.1.

Table 1.1: Reference documents.

Document Version Source
PROFINET System Decription Technology and Application 11/2018 PNO
PROFINET Design Guideline 1.59 PNO
PROFINET Assembling Guideline 212 PNO
PROFINET Commissioning 1.53 PNO

1.4 IMPORTANT NOTICE ABOUT CYBERSECURITY AND COMMUNICATIONS

WEG PLCs, models PLC410, PLC500, PLC500ED and PLC500MC, have the capability to connect and
exchange information through communication networks and protocols. Although they have been designed and
tested to ensure proper operation with other automation systems using the protocols mentioned in this manual,
it is essential that the customer understands the responsibilities associated with information and cybersecurity
when using this equipment.

Therefore, it is entirely the customer’s responsibility to adopt defense-in-depth strategies and implement policies
and measures to ensure the security of the system as a whole, including communications sent and received by
the equipment. These measures include, but are not limited to, installing firewalls, antivirus and antimalware
programs, data encryption, authentication control, and physical user access control.

WEG and its affiliates are not responsible for damage or losses resulting from cybersecurity breaches, including,
but not limited to, unauthorized access, intrusion, leakage and/or theft of data or information, denial of service,
or any other form of security breach. The use of this product under conditions for which it was not specifically
designed is not recommended and may result in damage to the product, the network and the automation system.

In this sense, it is essential that the customer understands that external interventions through third-party
programs, such as sniffers or programs with similar actions, have the potential to cause interruptions or
restrictions in the equipment’s functionality.

1.5 TRADEMARKS

PROFINET® is a registered trademark of PROFIBUS Nutzerorganisation e.V.

All other trademarks are the property of their respective owners.
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2 ETHERNET INTERFACE

ETHERNET INTERFACE

PROFINET communication is performed through the Ethernet interfaces, indicated in Figure 2.1 for the PLC500
and PLC410. Initially, each Ethernet port has the IP address indicated in Table 2.1, which can be changed

through the application in the CODESY'S software.

(b)

Figure 2.1: Indication of the Ethernet interfaces of the PLCs. (a) PLC500 and (b) PLC410.

Table 2.1: Default addresses for the Ethernet interfaces.

PLC410 PLC500 Default IP address
ETH ETH1 192.168.1.10
- ETH2 192.168.2.10

The pinout of the connector follows the Ethernet 1000BASE-TX standard. The PLC410 Ethernet interface
supports speeds up to 100 Mbps, while the PLC500 Ethernet interfaces reach up to 1000 Mbps.

The interface is compatible with several communication protocols, including PROFINET. For instructions on how
to configure these networks, refer to the product Application Notes available on the WEG website.

2.1 INDICATION LEDS

The Ethernet ports have LEDs to indicate speed and network link/activity, as indicated in Figure 2.2. These
LEDs have the behavior described in Table 2.2 and Table 2.3.
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Figure 2.2: Speed and link/activity LEDs of the PLC500 Ethernet interface.

Table 2.2: S1 LED - Speed.

State

Description

Off

Equipment powered off or 10 Mbps link

Green, steady

100 Mbps link
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Table 2.3: L1 LED - Link/Activity.

State Description
Off Equipment powered off or no link
Amber, steady With link and no network activity
Amber, blinking With link and with network activity

2.2 PROFINET NETWORK INSTALLATION

The PROFINET network, like many industrial communication networks, because it is often applied in harsh
environments with high exposure to electromagnetic interference, requires certain precautions to ensure a low
communication error rate during its operation.

ATTENTION!
& Itis recommended to use passive components (cables, connectors, switches) certified for industrial
applications.

The recommended characteristics for the cable used in the installation are:
= Standard Ethernet cable, 100Base-TX, CAT 6 or higher.
= Shielded cable.
= Maximum length of 100 m for connections between equipment.

Switches can be used in PROFINET networks together with other TCP/UDP network protocols, as demonstrated
in Figure 2.3. Switches that are compatible with the LLDP protocol offer more advanced PROFINET diagnostics,
and also enable integration with devices that do not support MRP.

NOTE!
@ To ensure reliable network management and advanced diagnostic capabilities, it is recommended
to use devices and switches compatible with PROFINET.

Controller
& Server Device Device Device

PROFINET

Client

Server Server
Figure 2.3: PROFINET network topology with other TCP/UDP protocols on Ethernet port 1 of the PLC500 using a switch.

ATTENTION!

& The PROFINET and EtherCAT protocols do not work using the same Ethernet port. In the PLC500,
PLC500MC and PLC500ED models it is necessary for each protocol to use a separate interface,
as demonstrated in Figure 2.4.
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EtherCAT

Figure 2.4: PROFINET and EtherCAT network topology using distinct Ethernet interfaces.

A proper connection to the grounding system is essential to minimize electromagnetic interference problems in
industrial environments. It is important to avoid connecting the cable at multiple grounding points, especially
in locations where there are potential differences between ground points. In addition, it is recommended that
signal and communication cables be installed in dedicated routes, keeping distance from power cables.

DANGER!
A Improper grounding installations may cause failures in the PROFINET network and represent a
risk of fatal electric shock.

2.3 PROFINET NETWORK TOPOLOGIES

Network topologies in a PROFINET system may vary according to project needs and installation architecture.
The protocol has network scanning functionality and is able to automatically detect the installed topology.
Noteworthy are the star topology, in which a central switch connects all

devices, as illustrated in Figure 2.5; the daisy-chain topology, which enables sequential connection of devices,
as shown in Figure 2.6; and the combination of both topologies, as exemplified in Figure 2.7.
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Device

Controller

Device

Figure 2.5: PROFINET star topology.

Controller

Device Device

Device

Device
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Figure 2.6: PROFINET daisy-chain topology (daisy-chain).

Device

0"

! CODESYS

Figure 2.7: Mixed PROFINET topology.
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3 CODESYS PROJECT

In this chapter, the steps to create a project and add the PROFINET Controller and Device in CODESYS are
presented.

3.1 PROJECT CREATION

In the CODESYS software, create a new project using the Standard project template, choose the directory and
the application name. Then, select the PLC500 device and the desired programming language, as shown in
Figure 3.1.

5] New Project X
Categories Templates
[ Libraries " - :
[ - L =] 'e _
(3 Projects . = Standard Project x
Empty project  HMI project Standard
project project w... x You are about to create a new standard project. This wizard will create the following
| :i | objects within this project:

- One programmable device as specified below

- A program PLC_PRG in the language spedified below

- A cyclic task which calls PLC_PRG

- & reference to the newest version of the Standard library currently installed.

Device PLC500 (WEG) ™
PLC_PRGin Ladder Logic Diagram (LD) i
A project containing one device, one application, and an empty implementation for PLC_PRG
Name PLC500_PROFIMET_Cantroller
oK Cancel
Location ‘C:Wsershser\pommenm\CODESYS\ ~ | -

|
‘ cat | |
|

Figure 3.1: Project configuration in CODESYS.

NOTE!

@ If the PLC410, PLC500, PLC500ED or PLC500MC device is not yet available among the options,
you must download and install the WEG package for CODESYS. Check the Product Manual
available on the WEG website to find the necessary steps and settings.

When creating an application for the PLC500, the standard network interfaces will be automatically pre-
configured, as shown in Figure 3.2.

Devices * o x
=5 ALCSO0_PROFINET. Controller -
=il Device (PLCS0D)
= 80 PLE Logic
= O Application
m] Library Manager
[ PLC_PRG (PRG)
—@ Task Configuration
= @ MainTask
] pLC_PRG
u? Setup (Setup)
~& 1.0s (1/0s)
+ ]i] Expansions (Expansions)
m ETH1 (ETH1)
[ eH2 ETH)
[ can (cam)
- [l Rs485 (RS485)

Figure 3.2: PLC500 initial project tree.
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3.2 ADDING THE PROFINET CONTROLLER

Right-click on the Ethernet interface chosen for communication and select Add Device. A new window will
open. Expand the Fieldbuses, PROFINET IO and PROFINET IO Master icons using the + symbol until the
PN-Controller device appears, as shown in Figure 3.3. With the device selected, click Add Device.

Devices S
=[5 PLCSOO0_PROFINET. Controller -
= Il Device (LCSOD) [ Add Device s
=B PLC Logic
= o Application Name  PN_Controller
{fild Library Manager Action
@ PLC_PRG (PRG) © 2ppend device Insert device Flug device (O) Update device
= @ Task Configuration
- \?Q’ MairTask String for a full text search Vendor <Al vendors> ~
B PLC_PRG
ﬂ? Setup (Setup) MName Vendor Version Description
2 I_Os (1j0s) =i m Fieldbuses
+ ]“ Expansions (Expansions) + = EtherNet/IP
W
[ ETH1 ETHY % cut . Modbus
[ ez Em) | = PROFINET IO
Copy L. f i
m CAN (CAN) +- £ PROFINET 10 Device
[ rsass Rsass| b Peste = 1 PROFINET IO Master
¥ Delete [ pn-controller CODESYS ~ 4.6.0.0  PROFINET IO Controller
Refactoring 3
! @ Group by category [ Display all versions(for experts only) (] Display outdated versions
[= Properties...
X m Names: PN-Controller
i Add Object Vendor: CODESYS
Categories: PROFINET IO Master
D AddFolder.. Version: 4.6.0.0
[ AddDevice... Order Number: 1
- - Description: PROFINET IO Controller L=
Disable Device
Update Device...
Dﬁ Edit Object Append selected device as last child of
Edit Object With... Arif
. R #  (You can select another target nade inthe navigator while this window is open.)
Edit 10 mapping
Import mappings from CSV... Add Device Clase
- Export mappings to C5V...
52 Devices | i Modules

Figure 3.3: Adding the PROFINET Controller.

The PN-Controller device will be incorporated into the project tree and the Profinet_CommunicationTask and
Profinet_IOTask tasks will be automatically added, as illustrated in Figure 3.4.

Devices > 1 X
=[5 PLCS00_PROFINET._Controller -
=il Device (PLCS00)
= Bl PLC Logic
_O Application

m Library Manager

----- i pLc PR (PRE)

= @ Task Configuration

=38 MainTask

& pLC_PRG

3 @ Profinet_CommunicationTask
@ PMN_Controller.CommCyde
38 Profinet_I0Task

ﬂ? Setup (Setup)

~ ¥ 1.0s (1/0s)

+]" Expansions (Expansions)

=-[@ em1EHY
ﬂ‘] PM_Contraller (PN-Contraller)
m ETHZ (ETHZ)
m CAN (CAN)
- [ Rs485 (R5485)

Figure 3.4: PN-Controller added to the project tree.
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©

NOTE!

network, having low priority because it is not critical.

Profinet_IOTask is the task used for cyclic communication of PROFINET RT packets.
Profinet_CommunicationTask is the task used for acyclic communication in the PROFINET

3.3 ADDING THE PROFINET DEVICE USING THE GSDML FILE

Right-click on the PN-Controller and select Add Device. A new window will open. Devices that already have
their GSDML file installed in the CODESY'S repository will be displayed. Select the desired Device with its
corresponding firmware version and click Add Device, as demonstrated in Figure 3.5.

3.4

Devices.

- 7

X

=3 ALCS00_Profinet Controler
= & Device (PLCS00ED)
Bl picLogic
= {2 Application
ffi) Liorary Manager
PLC_PRG (PRG)

=-$& MainTask
L pLc PRG

o setp (setup)

1,05 (105)

#-11] Expansions Expansions)
1@ em1Emn

[ emH2 €THD)
[ can (can)
[ Rrs4ss Rs485)

= (B Task configuration

[ Pn_controler (Pu-Controller)

= Profinet_CommunicationTask
&) PN_Controller. CommCyde
22 Profinet_I0Task

@ Add Device

Name  CFWS00_Anybus

Action

© Appenddevice () Insert device

Fluz dzvice (O Update deviee

String for a full text search

Vendor  <All vendors>

Version

Sw=, Hw=

Descript

Supports

Name Vendor
=i Fieldbuses
=\ K PROFINET 10
= PROFINET IO Slave
= [ General
% Cut - [ Anybus CompactCom PRT 2-Port
B Copy #-[3 CRW-11
. # [ crws00
@ Paste = [ CFW300 Anybus
X Delete [ crwsoo Anybus WEG
Refactoring -2 Mws00
Properties...
18 croup by category (] Display all versions (for experts only) [ ] Display outdated versions
{3 Add Object
[  Name:CFWS00 Anybus
() Add Folder.. e
‘Add Device... Categories: PROFINET 10 Slave
i L HW=
Insert Device: Order Number: CFWS00 Anybus

=

Scan for Devices.

Disable Device

Update Device...

Edit Object

Edit Object With...

Edit 10 mapping

Import mappings from CSV..
Export mappings to CSV...

Description: Supports KT, IRT and nen-cycic communica ions.

=

Append selected device as last child
PN_Controller

of

©  (You can select another target node in the navigator while this window is open.)

Add Device

Close

IMPORTING A GSDML FILE INTO CODESYS

Figure 3.5: Adding a PROFINET Device using the repository.

If the equipment is not found in the previous window, you must obtain its GSDML file from the manufacturer
and import it into CODESYS. Next, the GSDML file of the CFW900 will be installed as an example, which is
available on the product page on the WEG website. The GSDML file installation must be done in Tools —
Device Repository, as demonstrated in Figure 3.6.

52 Device Repasitory

@ PLC500_Profinet_Controller.project” - CODESYS

Location

System Repository
(C:\ProgramData\CODESYS\Devices)

x

v Edit Locations...

String for a full text search

Installed Device Descriptions

=-§8 Profinet_CommunicationiTask
"] PN_Controller. CommCyde
& Profinet_I0Task
o Setup (Setup)
2 1.0s(1/05)
+ 11 Expansions (Expansions)
@ em1Emn
([ EmH2 EH)
[ can cany
[ rs485 (R485)

Impert and Export Options.

Scripting
Edge Gateway
Automation Server

Miscellaneous

wender  <all vendors>

- | Install... |

File Edit View Project Build Online Debug | Tools | Window Help
GBS o § B X @k 00 #h 4L @  CODESYS Installer..
i Library Repository...
Bz |m Device Repository...
=5 :Cm-ﬂ’oﬁﬂ-fmm'ff ) Visualization Style Repository... Name
= Device (FLC500) B i
= Bl pLc Logic | LicenseRepository... @
-} Application 2= OPC UAInformation Model Repository...
() Library Manager [ License Manager.. # (@ pu
] pLc PR (brG) [B]  Device License Reader...
= (& Task Configuration
= vanack Customize...
L& picere Options...

Vendor Version

iscellaneous

#- (i Fieldbuses
+ Bl HMI devices

Cs

*+ & softMotion drives

Description

Uninstall

Export..

Details...

Figure 3.6: Installing a new device in Device Repository in CODESYS.
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NOTE!

@ PROFINET Devices that use CODESYS, such as the PLC500, PLC500MC, PLC500ED and
PLC410, do not require a GSDML file to be imported. They use the CODESYS PROFINET Device
that is already included in the CODESYS PROFINET library.

Click Install... and select the GSDML file, as in Figure 3.7. After the GSDML is selected, the Device Repository
window will display a message that the device has been installed and its icon will be shown in the device list.

Z Device Repository X

Locstion  System Repository ~ | EditLocations...
(C:\ProgramD ata\CODESYS\Devices)

Installed Device Descriptions

String for a full text search Vendor <l vendorss o Install...
@ Install Device Description X

Name Vendor Uninstall
& 5 v DD WEG. > cfwd00_anybus profinet g . o Pesquisar em cfwd00_anyb... O & 12 PROFINET 10 Slave =
[ General
Organizar ~ Nova pasta =E- o0 0 * - [4 Anybus CompactCom PRT 2-Part
Nome Data demo... | Tipo 1 [EER=TTE
¢ ®[3 CFWs00 Renew Device
> [l Este Computador ~ Semana passada =~ 3 CFW900 Anybus Repository
I [ 5] GSDMLV241-WEG-CFWS00 Anybus 20240307 xml_02/05/2025 .. ArquivoFontexML | | | 7 [cFwa00 Anybus WEG
i -3 Mwsoo
> Y Linux |
=- @ C:\Users) User Downloads\WEG-CFUWS00-anybus-profinet-gsdml\cfv300_snybus_profinet -
Norme: | GSDML-/2.41 WEG-CPWG0D Anybus-20240307 xml | Automatic detection (i ec - © Device “DAP" instaled o device repository Details...

Close

Figure 3.7: Selecting the GSDML file and successful device installation.

3.5 ADDING A PROFINET DEVICE USING NETWORK SCANNING

Another way to add a PROFINET Device in CODESYS is through network scanning. For this, the PROFINET
Device GSDML file must be installed in CODESYS, and the Device must be previously configured and connected
to the network. In the following example, a PLC500 already configured as a PROFINET Device will be added;
for more information on how the configuration was performed, consult the PROFINET Device application guide
on the product page available on the WEG website.

NOTE!

@ Depending on the device, it may be necessary to perform a pre-configuration for it to operate
correctly on the PROFINET network. Consult the documentation of the respective device on the
manufacturer’s website.

Right-click on the PN-Controller and select Scan for Devices...; devices already configured as a PROFINET
Device and connected via Ethernet within the same IP address range will be displayed, as in the example shown
in Figure 3.8.

NOTE!

@ The Scan for Devices option works only if the PLC500 is already configured as a PROFINET
Controller. Otherwise, itis necessary to download the program to perform the configuration. Details
of the PROFINET Controller configuration can be seen in Section 4.1 ETHERNET INTERFACE
CONFIGURATION.
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T
' #2[: Pn_Controller (PN-Controller)
@ ez EH) & Cut Cepiares o X
..... [ can cany Copy
@ rsass (as4ss) B Paste Scanned Devices
X Delete Device name Device type Station Name  |D number MAC Address IP Address  Subnet Mask  Gateway
| ) = pn_device  |CODESYSPROFINET Device.. |pn-device ~ 16#0D000001 QD:0T:CO:30:1470 192.168.1.20 255.255.2550
Refactoring D -~ pn_device_1 | Outpul 88it 16400001002
Properties... -~ pn_device_2 | Input 88t 16400001001
i Add Object
=) Add Folder...
[ Scanfor Devices...
Acknowledge Diagnosis

Acknowledge Diagnosis Subtree

3 1&M Auto-lP - --> Reset BlinkLED SetNameand P [T Show only unnamed stations [ Shew differences to project
[§° Edit Object
Edit Object With... Product: CODESYS PROFINET Device (0x1017)
vendor: CODESYS GmbH { 0x02CC )
Edit [0 mapping Role:  PNIO Device
Import mappings from CSV...
Scan Devices Copy to project Close

Export mappings to C5V..

Figure 3.8: PROFINET Device detected through network scanning.

To add the detected devices individually, select them and click Copy to Project. It is also possible to copy all
detected devices to the project using the Copy All Devices to Project option. To finalize the configuration, a
new download to the PLC must be performed.

ATTENTION!

& If there is already a PROFINET Device configured in the project tree, when selecting the Copy
All Devices to Project option to add new devices, the Process data and I/O Mapping data of
the previously configured PROFINET Devices may be overwritten. To ensure that the settings of
existing devices are not changed, use the Copy to Project option and copy only the new devices
you want to add to the project.

NOTE!

@ If the GSDML file of the detected device is not installed, the message “Attention! The device
was not found in the repository”, will be displayed, and it will not be possible to add it to the
project. Obtain the GSDML file from the manufacturer and follow the installation steps presented
previously.

At this point, the PN-Controller interface must have the devices added, as shown in the example in Figure 3.9.

Devices > O X
=[5 ALCE00 Frofinet_ Contraller -
3 -l Device (PLCS00)
3 Bl PLC Logic
= O Application

*@ Library Manager
B9 pLc_PRG (PRO)
‘@ Task Configuration
‘ @ MairTask
) pLe_pre
- - Profinet_CommunicationTask
@ PN_Controller. CommCyde
@ Profinet_IOTask
a,ﬁ Setup (Setup)
- 1.0s (1jos)
+n] Expansions (Expansions)
- [ emit EHY
- m PN_Controller (PN-Controller)
= 'I'@ pn_device (CODESYS PROFINET Device)

(il pn_device_1 (Output 8Bit)

m ETH2 (ETHZ)
[ can (can)
(1] rs4s5 (R5435)

Figure 3.9: Devices added for PROFINET communication.
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4 PROFINET NETWORK CONFIGURATION

In this chapter, the steps on how to configure a PROFINET network with the PLC500 acting as a Controller in
CODESYS are presented.

4.1 ETHERNET INTERFACE CONFIGURATION

The configuration of the PLC500 Ethernet interfaces can be done through the Setup tab in CODESYS, as
indicated in Figure 4.1.

o¥ Setup X =

Setup Paramaters Parameter Type Value Default Value Unit  Description
+- [l Firmware

+- [ Date and Time

+- [l Termination Resistors

PLC Setup IEC Objects

Setup 1f0 Mapping

- [l Ethernet 1

@ Mode Enumeration of BYTE Independent Independent Interfaces configuration mode (Independent or Switch)
@ P STRING '192.168.1.10' '192.168.1.10° Ethernet 1 IF (configure only in "Static” mode)
’ @ NetMask STRING '255,255,255.00 '255,255,255.0' Ethernet 1 netmask (configure only in "Static™ mode)
# IP assignment Enumeration of BYTE Static Static Ethernet 1 IP assignment mode
Led MAC STRING ‘not updated' ‘not updated' Ethernet 1 MAC

=- [ Ethernet 2
@ Made Enumeration of BYTE Independent Independent Configurable in Ethernet 1
# P STRING '152,168.2.10' '182.168.2.10' Ethernet 2 IP {configure only in "Static” mode)
Lo NetMask STRING '255,255.255.0° '255.255.255.0' Ethernet 2 netmask (configure only in "Static™ mode)
@ IP assignment Enumeration of BYTE Static Static Ethernet 2 IP assignment mode
S MAC STRING ‘not updated' ‘not updated' Ethernet 2 MAC

=- [l Default Route
4 Default Route Enumeration of BYTE MNone MNone Default route for Ethernet (Ethernet 1 for Switch mode)
o Gateway STRING '192,168.1, 100" '192,168.1.100 Gateway (configure only in "Default Route™ mode)

#- [ LEDs Indication

Figure 4.1: Network interface configuration for the PLC500.

To obtain the IP address of an interface automatically on the network, change the IP assigment field to DHCP.
When selecting this option, the interface will request an IP address from a DHCP server available on the network,
which will assign a valid IP and other settings, such as subnet mask and default gateway.

ATTENTION!

& The Ethernet ports, when configured in Independent mode, must operate on distinct networks.
Do not use the 192.168.234.XXX address range, as it is reserved for access to the PLC500 through
the USB2 interface. Incorrectly configuring these ports may result in loss of access to the
PLC, making it unreachable via Ethernet until the settings are corrected.

4.2 SWITCH MODE

The PLC500 can operate in Switch mode, in which a new network interface called br1 is created to virtually
interconnect Ethernet 1 and Ethernet 2 interfaces, allowing both to share the same IP address configured on
Ethernet 1. The user can change the operating mode of the interfaces from Independent to Switch in the Mode
parameter of Ethernet interface 1, as demonstrated in Figure 4.2.

ATTENTION!

& If the PLC500, PLC500MC or PLC500ED are configured in Switch mode, PROFINET
communication is established only through the ETH1 interface. ETH2 can be used to expand
the PROFINET network in a daisy-chain topology (daisy-chain) or for other TCP/UDP protocols.
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o Setup x | -

Setup Parameters Parameter Type Value Default Value Unit  Description
+ 4l Firmware

+- [ Date and Time

* [ Termination Resistors

PLC Setup IEC Objects

Setup If0 Mapping

= [l Ethernet 1
L @ Mode Enumeration of BYTE Independent Interfaces configuration mode (Independent or Switch)
PP STRING '192.168.1.10" Ethernet 11P {configure only in "Static” mode)
L@ NetMask STRING Switch '255,255,255.0' Ethernet 1 netmask {configure only in "Static” mode)
- @ IP assignment Enumeration of BYTE Static Static Ethernet 1 IF assignment mode
o MAC STRING ‘not updated' ‘not updated' Ethernet 1MAC

+- [ Ethernet 2
#.- [ Default Route
*+- [l LEDs Indication

Interfaces configuration mode (Independent or Switch)

Figure 4.2: Configuration of the switch mode for the Ethernet interfaces.

NOTE!

When changing to Switch operating mode, it is recommended to restart the product, as this action
is necessary to ensure the proper operation of some communication protocols.

4.3 NETWORK CONFIGURATION

Every device on an Ethernet network requires an IP address and a subnet mask. The network must be
configured with valid addresses for each PROFINET Controller and PROFINET Device, ensuring that the
addresses are unique and within the allowed IPv4 address range. Otherwise, connectivity problems may occur.
By double-clicking the Ethernet interface that has the PROFINET Controller, a window opens, as shown in

Figure 4.3. The Browse box is used to select the Ethernet port. Below this box, the device IP, network mask
and gateway can be changed.

NOTE!
@ To use the Browse box, the PLC500 must be correctly connected and identified on the computer.
Otherwise, a network communication error will be generated.

[ EHL x| -
General
Network interface  ethl Browise..
Log IF address 192 . 168 . 1 . 10
Network Adapters X
Ethemnet Device Paramaters Subnet mask 255 . 255 . 255 . O
Default gateway 0.0 .0 .0 Interfaces
Status ini
[:] Adjust operating system settings s Description IP address
lo 127.0.01
Ethernet Device I[/O Mapping
Ethernet Device IEC Objects eth2 152.168.2.10
sitD 0.0.0.0
Infermation ush2 152.168.234.234
_
IP address 192 168 . 1 . 10
Subnet mask 255 . 255 . 2556 . O
Default gateway 0o .0 .0 .0
MAC address 00:01:C0:33:B1:97
Conce

Figure 4.3: Network configuration for the PLC500 using ETH1 in independent mode.
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NOTE!
@ In the Network interface field, enter the name of the interface that will be used by the PLC500 for
PROFINET communication. If this field remains empty, communication will not function properly.

If the PLC500 is configured in Switch mode, the br1 interface must be used for PROFINET communication, as
demonstrated in Figure 4.4. If the interface is not yet configured in this mode, it will not appear in the Browse
option, and it must be typed manually. Make sure the IP address is the same as configured on Ethernet port 1
in the PLC500 Setup.

NOTE!

@ The br1 interface appears after downloading the program to the PLC500 configured in Switch
mode. Again, it is important to ensure that the product is restarted when this is the first time the
Ethernet interface is being configured in this mode.

[ ETHL x| -

Network interface brlI Browse..

Log IP address 2 .168 . 1 . 11|

General

Ethernet Device Parameters Subnet mask 235 255 .55 . B

Default gateway o .0 .0 .0
Status
[:] Adjust operating system settings

Ethernet Device /O Mapping

Ethernet Device IEC Objects

Information

Figure 4.4: Network configuration for the PLC500 in switch mode.
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4.4 PROFINET CONTROLLER CONFIGURATION

Double-click on the PN-Controller to open the general configuration window of the PROFINET Controller. The
Station Name parameter is the unique name of the Controller on the network; when added for the first time, by
default it comes with the name controller. If another Controller is on the network, the name must be changed
so that they are different.

First IP Address and Last IP Address define the IP address range of the PROFINET Devices on the network.
Subnet mask and Default gateway can be configured to access the devices’ subnets. The address range
must be compatible with the IP configured on the Ethernet interface used for PROFINET communication.

The Application stop — Substitute values option allows that, if the Controller enters STOP mode, the output
values of the PROFINET Devices on the network are substituted by the values previously defined by each
device. The Add to I/O mapping option configures provider status variables for input data and consumer
status variables for output data.

NOTE!
@ The Application stop — Substitute values and Add to I/O mapping options are enabled by
default and are generally recommended for the configuration.

(] Pn_controller x | -

General .
Station name controller

Qverview Default Slave IP Parameter

Topology First IPaddress 192 . 188 . 1 . 2
Last IP address 192 . 188 . 1 . 254
Media Redundancy
Subnet mask 255 , 255 , 255 . 0
PNIO /O Mapping Default gateway o .0 .0 .0
PNIO IEC Objects
170 Provider | Consumer Staius
PNIO Parameters @ 2pplication stop —> Substitute values

@ 2dd to /0 mappina
Log
Substitute Input-Data

Status 0O Zero

() Last valid value

Information

Port Data

Port-001

Peerstationfport w ‘ ‘ i

Check cable length

Transmission rate ~
Fixed rate / disable autonegotiation
DCP Boundary

PeerToPeer Boundary

Deactivate port

Figure 4.5: PROFINET Controller general settings.
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4.5 PROFINET DEVICE CONFIGURATION

Double-click on the PROFINET Device icon to open the general configuration window. Similar to the Controller,
the PROFINET Device has a Station Name that must be unique on the network. In the IP parameter fields it
is possible to edit the IP address, subnet mask and gateway of the device.

ATTENTION!
& If the PROFINET Device was added manually through Add Device, its Station Name and IP
Parameter must be the same as configured in the device.

The options under Communication configure how cyclic PROFINET communication between the Controller
and the Device will behave.

NOTE!

Acyclic PROFINET communication can be performed using the CommFB library. It is
automatically added to the Library manager when a PROFINET Controller is present in the project
tree. Check the library documentation for more information in the Library manager or in the
CODESYS Online Help.

Reduction time is a multiplicative factor of Send Clock, defining the time for cyclic sending of data from the
Device to the Controller. For example, if Send Clock is 2ms and Reduction time is 4, then 2msx4=8ms, so
cyclic data sending will be 8ms. Phase is a parameter to split data packets into stages for better distribution of
network traffic among PROFINET Devices.

NOTE!

@ To establish a basic PROFINET communication, it is recommended to keep the default values of
Send Clock, Reduction time, Phase and Data hold time (ms) that are imported individually from
PROFINET Devices through network scanning.

|} CODESYS_PROFINET_Device x| -
General Station name PN-Device
Port data
105 Status
Log IP Parameter

1P address 192 168, 1 . 2
Subnet mask 255 . 255 .255 . 0

PNIO Parameters

PNIO /O Mapping Default gateway o .0 .0 .0
PNIO IEC Objects Communication
Status Send dock {ms) 1 Data hold time {ms) 12|Z|
Reduction ratio 4 v VLAN ID
Information
Phase - w
RT dlass AT Class 1 bl
Options
Fast Startup
Shared device
Settings
e Set All Default Values || e [JRead All Values | | [ write All Values

Parameters Value Data Type Allowed Values  Description

Figure 4.6: PROFINET Device general settings.
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If the PROFINET Device was added through Scan for Devices, its submodules will already be configured in
the project tree. Depending on the device, the data types in each submodule may be different. In the example,
there is a PLC500 configured as a PROFINET Device with 2 submodules: InOut_8bit for 8 input variables and
8 output variables of type BOOL, and InOut_Float32 for 1 input variable and 1 output variable of type FLOAT.
The variables present in the submodules can be mapped to application variables as needed.

= m PM_Controller (PN-Controller)
= 'I'ﬂ] pn_device_plc500 (CODESYS PROFINET Device)
[l pr_device_plc500_1 (InOut 85it)
[l pn_device_plcS00_2 {InOut Float32)

Figure 4.7: PLC500 as a PROFINET Device in the project tree with its submodules.

NOTE!

@ The submodules of the PLC410, PLC500, PLC500MC and PLC500ED as a PROFINET Device
can be fully customized according to the application. For more details, check the PROFINET
Device application guide on the product page available on the WEG website.

If the PROFINET Device is added manually to the project tree, it may be necessary to configure it. To do so,
right-click on PN-Controller and select Add Device.... Then, choose the desired PROFINET Device.

The PLC410, PLC500, PLC500MC and PLC500ED controllers can be added as CODESYS PROFINET Device.

=[] ETH1(ETHY
= ﬁ PN_Contraller (PN-Controller) % cut (@ Add Device X
u
E 'ﬂ pn_device_plc500 (CODESY i Name  CODESYS_PROFINET Device
m ETH2 (ETH2) Copy Action
. O Append device () Insert device | Flug device () Update device
[ can can) & Paste
string for a full text search Vendar | <All vendors> v
[ rs4ss5 (Rs485) ¥ Delete
m Eth £ (Eth f i Name Vendor Version Description
Erne Erne . = ,
Refactoring 3 Tf‘.d::;fwmo
a. ) = 4 PROFINET IO Slave
[= Properties... # [ Genersl
=-[ayo
7 Add Object =- [ copesyspLC
evice x- runring as evice
m CIFX PROFINET D (CODESYS V3. -HW 2 (CODESYS PLC PROFINET D 19
h Ad d Fol d Er. m CODESYS PROFINET Device ~ CODESYS SW=V4.4.0, HW=0 (CODESYS PLC running as PROFINET Device.
#ll coDESYS PROFINET Device  CODESYS SW=V4.6.0, Hi=0 CODESYS PLC running as PROFINET Device,
| Add Deuice.“ m CODESYS PROFINET Device 35 -Smart So... V4.3.0 'CODESYS PLC running as PROFINET Device.
m (CODESYS PROFINET Device  CODESYS V4.5.0 'CODESYS PLC running as PROFINET Device.
Inzert Device... $copesvs PROFINET Device | coDESYS Vv4.6.0 CODESYS PLC running as PROFINET Device.
Scan for Devices... 8 Group by category (] Display all versions (for experts only) (7] Display outdated versions
Dizable Device ¥ Mame: CODESYS PROFINET Device
‘Vendor: CODESYS
. Categories: PROFINET 10 Slave
Update Device... Version: v4.6.0 §
Order Number: - =
Sa - - Description: CODESYS PLC running as PROFINET Device, -
7 Edit Object
Edit Object With...
Edit |0 mapping Append selected device as last child of
| . £ csv. PN_Controller
mport Mmappings Trom @  (You can select another target node inthe navigator while this window is open.)
Export mappings to C5V... —

Figure 4.8: Adding a PROFINET Device manually.
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To add the submodules, right-click on PN_Controller and click Add Device.... The window will show the variable
types available for the device.

(@ Add Device X

Name  InOut_SEit

Action
© Append device () Insert device Flug device () Update device
String for a full text search Vendor <Al vendors> ~
Name Vendor  Version  Description
= [ Feldbuses
= 4 PROFINET 10
= PROFINET 10 Module
. #- [ Features
= (@ emiEHY [ Trput
= [ PN_Controller (PN-Contralier) [ mputfoutput
i 4 M on_device_pleS00 (CODESYS PROFINET Device) - (@l moute4Byte CODESYS ~ V4,60  Modue with Input- and Output-Data
= *¥il) CODESYS_PROFINET_Device (CODESYS PROFINET Device) P % i"g“::f’tm gg‘;i:: L’:‘:‘g :°:“:e “’f: :""”:'E"j ?E:?:
nOut Flo 6. lodule with Input- and Output-Dat
[ eTH2 ETH) 4 Ccu ] ;
i s InOut Float32"8 CODESYS ~ V4.6.0  Modue with Input-and Output-Data
[ can (can) opy @) mout Structured CODESYS V460  Module with Input- and Output-Data
H [ Rrs485 (Rs485) & Paste - i) mout unsigneds2 CODESYS  V4.6.0 Module with Input- and Output-Data
[ Ethernet (Ethernet) W Delete .- [ moutunsigned3z*8  CODESYS V460  Module with Input- and Output-Data
# -3 output
Refactoring v
i 1@ Group by category [ Display all versions(for experts only) [ Display outdated versions
Properties...
@  mame:InOut 8Bt
i1 Add Object Vendor: CODESYS
Categories: PROFINET 10 Module
) Add Folder... Version: V4.6.0
- Order Humber: - =
Add Device... Description: Module with Input- and Output-Data =Y
Insert Device...
Disable Device
Update Device. .
[ Edit Object
Edit Object With.. Append selected device as last child of
CODESYS_PROFINET_Device
Edit10 mapping ©  (vou can select znother target node inthe navigator while this window is open.)
Import mappings from CSV...
Export mappings to CSV... Add Device Close

Figure 4.9: Manually adding a submodule to the PROFINET Device.

ATTENTION!

& The composition of the submodules of a PROFINET Device inserted manually must correspond
exactly to how it is configured in the device for communication to be established. Therefore, it is
recommended to use the Scan for Devices function so that the PROFINET Device found on the
network is already added to the project with its submodules configured.

Depending on the PROFINET Device, it is possible to add several submodules with different data types. Consult
the manual or specific application guide of your device for more information.

NOTE!
@ For WEG PLCs with CODESYS, the maximum number of supported data is 1440 bytes for output
variables and 1440 bytes for input variables.

The figure below shows an example of a PLC500 configured as a PROFINET Device, with three types of
submodules added.

= ¥i) CODESYS_PROFINET Device (CODESYS PROFINET Device)

----- il nout_ssit (Inout s8it)

(i) 1nout_Fioat32_8 (InOut Float3278)

----- ﬂ] InCut_Unsigned32 (InCut Unsigned32)

Figure 4.10: CODESYS PROFINET Device with 3 submodules.

NOTE!
@ To facilitate identification, you can change the name of the device and its submodules by right-
clicking Refactoring — Rename or through Properties.
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5 MONITORING

In this chapter, some methods for monitoring PROFINET network variables and diagnosing communication
errors in CODESYS are presented.

5.1 VARIABLE MONITORING

The variables declared on the network can be monitored through two methods: the first possibility is to add them
to the CODESYS program and monitor the variable values online. The second method only requires enabling
Always Update Variables — Enabled 1 (use bus cycle task if not used in any task) at the bottom of the
PNIO Module I/0 Mapping tab for each submodule, as indicated by the red arrow in Figure 5.1.

NOTE!
@ The bus cycle task used by default for PROFINET I/O variables is Profinet_IOTask.

ATTENTION!

& Using PROFINET I/O input and output variables in multiple tasks may lead to unexpected behavior.
Itis recommended to use the variables in the default task Profinet_IOTask, or in another exclusive
task configured in PN-Controller — PNIO I/0 Mapping — Bus Cycle Options.

@ pn_device_plc500_1 X ] -
General Find Filter Show all - 4k Add FB for |0 Channel... * Go to Instance
PNIO Module /O Mapping Variable Mapping  Channel Address Type Default Value Unit  Description
=t Input Data SLIBT7 USINT
PNIO Module IEC Objects - 4% Read_DI1_PLCS00_Profinet_Device Y9 Bitd IXTZ.0 BOOL
Bit1 YWIXTT. 1 BOOL
Status - % ppplication PLC_PRG.Input_var ] Bit2 SLINFE D BOOL
Bit3 SRIX77.3 BOOL
Information Bit4 %INTT. 4 BOOL
Bit5 YWIXTT.5 BOOL
Bits YIXTT.6 BOOL
Eit7 YWIXT7.T7 BOOL
Inputs PS5 SRIBTE Enumeration of BYTE
OutputData  %QB22 USINT
‘% Bitd %QX22.0  BOOL
Bit1l YeQX22.1 BOOL
Bit2 SeQX22.2 BOOL
Bit3 QK223 BOOL
Bit4 QX224 BOOL
Bit5 YQX22.5 BOOL
Bita YeQX22.6 BOOL
Bit7 QK227 BOOL
Outputs C5 %LIB79 Enumeration of BYTE
Reset Mapping Always updatevariables |Enabled 1 (use bus cyde task if not used in any task)
Use parent device setting
“§ = Create new variable "% = Mapto existing variable Enabled 1 (use bus cyde task if not used in any task)

Figure 5.1: PROFINET variable update option.

Figure 5.7 shows the CODESY'S variable visualization screen for two submodules of a PLC500 as a PROFINET
Device through online monitoring.
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[ @ s e 1 2
=0 ALCS00_Profinet Caniroler = ‘p n Filter Show all 4 Add FBfor I0 Channel.. %= Go to Inst.
© @] in itter Show a - or [0 Channel... o to Instance
1P Device [connected] (PLES00) I
= Bl e Logic PIG Module 10 Mepping Variable Mapping  Channel Address  Type Default Value CurrentValue  Prepared Value Unit  Description
= {3 Appiication [rum] =t Input Data RIBT7 USINT Only subelements updated
: %ﬂ Library Ma(:age)r PNIO Module IEC Objects * Read_DI1_PLCS00 Profinet_Device Yy Ew %IX770  BOOL
PLC_PRG (PR
x Bty %771 BOOL
= (&8 Tack Configuration Status % Application. PLC_PRG.Input_var % B2 wpFE2 BOOL
& MainTask £ Bit3 %773 BOOL
) pic pRG Information % Bits WXz BooL
& Profinet_CommunicationTask ) Bits %775 BOOL
48 PN_Controler.CommCyde * Bits WIXTZE  BOOL
£ Profinet_10Task ] Bit7 BIXTZ.T BOOL
f Setup (Setup) £ Inputs PS AIB78 Enumeration of BYTE
= 1.0s (1jos) =-"e OutputData  %QB22 UsINT
1&; Expansions (Expansions) "§ Write_DO1_PLES00_Profinet_Device ‘9 & wox22.0  BOOL
ETHL (ETH1) "o BitL %Qxz21  BOOL
[ PN_contraler (PN-Contraller) ] Bit2 %QX22.2  BOOL
=4 }) pn_deviez_pleS00 (CODESYS PROFINET Device) LM Bit3 %QX22.3  BOOL
@) pn_device_pic500_1 (tnout 86it) L) Bitd %Qx22.4  BOOL
@ pn_device pic500_2 (nOut Fieat32) "y Bits %QX22.5  BOOL
@ ez Em2) ] Bits %QX22.6  BOOL
(@ can can ) Bit7 %QX22.7  BOOL u
g RS465 (R5465) EN Outputs CS AIB79 Enumeration of BYTE GooD
Ethernet (Ethernet)
ResctMapping  Always updatevariables  Enabled 1 (use bus cyd task f not used in any task)
‘g =Create new variable i =Mapto edsting variable
i) pn_device_plcs00_2 X 2
General ‘Fimi Filter Show all - dp Add FEfor 10 Channel.. * Go'to Instance
NIO Madule 1 Mapeing Variable Mapping ~ Channel Address Type Default Value Current Value  Prepared Value Unit  Description
-~ Read REAL Var ) Input Data °ID20 REAL 314150
PNIO Module IEC Objects 4 IpusPs  %ESt  Emmeratonof BYTE oop
" Write REAL Var “p  OuputData  %QDE  REAL 1w7.117
Status £ OuputsCs  %B8S  Enumeration of BYTE Goop
Information
ResetMapping  Alwaysupdatevariables  Enabled 1 (use bus cyde task if notused in any task)
“ = Create new variable " =Mapto edsting variable
Device user: Anonymous Lastbuid: © 0 ® 0 Frecomple o/ G RUN Program loaded Program unchanged Project user: (nobody) [0

Figure 5.2: Monitoring PROFINET variables in online mode in CODESYS.

NOTE!

The PLC410, PLC500, PLC500MC and PLC500ED as a PROFINET Device do not have the
functionality for a PROFINET Controller to configure the IP address via the network. Thus, the
symbol *¥# on the CODESYS PROFINET Device is normally shown when the connection is
established with the device. In the Status tab of the CODESYS PROFINET Device a message
will appear indicating that this functionality is not enabled; however, PROFINET communication
works normally.

/'I'@ pn_device_plc500 X | -
General
Diagnosis data
Port data Medule
Submodule V1 {Subslot 0x0001)
10%5

1 (Subslot 0x8000)

A Runtime Configuration:
IP-Change not enabled on specified interface | PN-Device will operate with limitations.
Enable update of IP-address in *.cfg - File

P1  (Subslot 0xB001)

Log

PNIO IfO Mapping

PNIO IEC Objects

Status
Alarms

Information Sequence Time Stamp  Subslot Channel  Type Severity Message

Acknowledge

Figure 5.3: Warning: IP change via the PROFINET network functionality is not enabled.

5.2 COMMUNICATION ERRORS

When communication problems are found, as shown in Figure 5.4, analyze the Status and Logs information of
the devices, check whether the cables are properly connected, the state of the LED on the Ethernet port used

5-2 | PLC410, PLC500, PLC500ED, PLC500MC



MONITORING

on the PLC, and review the performed settings. Red icons or exclamation marks may represent communication
or configuration failures.

PLESO0_Profinet_ Contralier -
=63 ¥l Device [connected] (PLCS00)
=[50 PLC Logic
+IC} Application [run]
o,ﬁ Setup (Setup)
2 1.0s(1/0s)
]“ Expansions (Expansions)
[ e EHY
=0 [ ern_controller (PN-Controller)
= AN pn_device_plc500 (CODESYS PROFINET Device)
A pn_device_pleson_1 {Inout 8Bit)
A pn_device_plc500_2 (InOut Float32)
[ e EH)
[ can (can)
[ rs4as (Rs4as)
m Ethernet (Ethernet)

Figure 5.4: Indication of communication failures.

In the Status tab of the PN-Controller, network diagnostic information is displayed, such as the number of
established connections, number of sent and received frames, average time for sending and receiving data,
among others.

[ PN_Controller x | -
General PNIO Running
Overview Last diagnostic message
Topology Driver Diag PROFIMET IO Driver diagnostic information
- Controller Status Run
Media Redundancy - Connections 1 MNumber of established connections
- Online Controller is Online, DCP-Services available (e.g. Scan)
PNIO If0 Mapping - IP Active UPD/IP based services active (e.g. Connect, Read /Write-Data)
) - Stationname ‘controller' current Name of Station
PNIO IEC Objects 4' IPParameter currently active IP-Settings
L = Ethernet Statistic
og
eceived Frames 96151 Overall number of received Frames
Status - Received RT-Frames 73926 Overall number of received PROFINET-RT Frames
nvald Cydic Frames 1] Mumber of received invalid Cydic Data Frames
Information - Send Errors 1} Mumber of failed raw-ethernet frame transmissions (CmpSysEthernet)
i . Ethernet Running

Figure 5.5: PROFINET Controller Status window.

The Logs tab of the PN-Controller provides more detailed information about the PROFINET communication
performed by the PLC500.

m PH_Controller x] -
General F & 4+ 8 |©36 IG 25 |®U Iﬂ 131 ‘@U Search in messages o of ‘ UTC Time | EMER
vervien Severity Time Stamp Description Component
] 14,11,2025 13:14:41,435 Station ‘pn-deviceplc500': Connected (Diagnosis +Module-Diff available 1) Profinet Controller
Topology o 14.11.2025 13:13:58.932 Station ‘pn-device-plc500": Error[81813F02] - PNIO: DCP no RealStationName Profinet Controller
L] 14,11.2025 13:13:58.494 Station 'pn-device-plc500's Error[CF81FD0S] - Aborted: AR consumer DHT expired Profinet Controller
Media Redundancy & 14,11,2025 13:11:46.276 Station ‘pn-device-plc500'; Connected {Diagnosis + Module-Diff available 1) Profinet Controller
L] 14,11,2025 13:11:43.768 Ethernet Link-Status: Up Profinet Controller
PNIO [fO Mapping i 14,11.2025 13:11:43.692 Init Device: IP = 192,168, 1.10 / 255.255.255.0 / 0.0.0.0 Profinet Controller
o 14.11.2025 13:11:43.692 Init Device: StationMame = controller Profinet Controller
D EEE e [ 14.11.2025 13:11:43.692 No valid remanent data. Profinet Controller
L 14.11.2025 13:11:43.692 na remanent data - use defaults Profinet Controller
tog @ 14.11.2025 13:11:43.608 Duplicate MAC (00:01:C0:2F:F3:C0) of Profinet Ethernet Adapter | Profinet Controller
Status 1] 14.11.2025 13:11:38.497 Reset Configuration Profinet Controller
o 14.11.2025 13:11:36.029 Stopped Profinet Profinet Controller
Information & 14.11.2025 13:10:49.553 Station ‘pn-device-plcS00': Connected (Diagnosis available 1) Profinet Controller
o 14.11.2025 12:57:55.412 Station ‘pn-device-plc500": Error[81813F02] - PNIO: DCP no RealStationName Profinet Controller
o 14.11.2025 12:57:54.974 Station ‘pn-device-plc500': Error[CF81FD05] - Aborted: AR consumer DHT expired Profinet Controller
Auto scrolling: ON  Displaying all available log entries.

Figure 5.6: PROFINET Controller logs.
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The PROFINET Device also has Status and Log tabs that can be used for network diagnosis. Each of its
submodules has a Status tab in which the Diagnosis data and Alarms fields may indicate new information
about communication or configuration errors. In the example below, the submodule is indicating a configuration
failure, as a result of an incorrect manual configuration of one or more of its submodules (Submodule-State:
Wrong submodule).

(] InOut_unsi x| =
=3 ALCS0 Profinet Controfler -
S8 EEEEEam] Genere! Diagnosis data
= [0 rcLogc
+ € Apphcation (] PNIO Module /0 Mapping Module
%5 o Setup (Setup) S — Submodule  (Subslot 0x0001)
= 10s o9 @ submadule-State: Wrong submodule
# %3] Expansions (Expansions) Status
=G M EmLETHY
[ PN_Controller (PN-Contraller) Information

=% i) pn_device_ple500 (CODESYS PROFINET Device)
%3 [ pn_device_plcS00_1 (InCut 88it)
A ([} [nout_unsigneds2 (Inout Unsigned32)
A [l) pn_device_plc500_2 (InOut Float32)

[ ETHz2 ETHZ)
1 can (can) Sequence  TimeStamp  Subslot  Chanmel  Type  Severity  Message

Alarms

23 [ rs485 (RS485)
[ Ethernet Ethernet)

Acknowledge

Figure 5.7: PROFINET Device submodule indicating a configuration failure.

After communication is re-established following an error, the symbol & will appear. To clear the indication,
right-click the device and select Acknowledge Diagnosis or go to the Status tab and click the Acknowledge
button.

=1 [ [Pn_contraller (PN-Contraller) L

> Cut
=5 ¥) pn_device_plc500 (CODES] *
> @ pn_device_plc500_1 (I Copy
@ pn_device_plc500_2 (I B Paste
[ E™Hz ETH) % Delete
[ can cany )
Refactoring 3
[T rs4ss (Rs485)
m Ethernet (Ethernet) [= Properties...
{5 Add Object
) Add Folder...
Scan for Devices...
| Acknowledge Diagnosis
Acknowledge Diagnosis Subtree
T Edit Object
Edit Object With...
Edit 10 mapping
Import mappings from C5V...
Export mappings to CSV...
[ PN_Controller x| -~
General .
PNIO : I Runring | The error has been deared. |
Overview Last diagnostic message Acknoviledge
Topology Driver Diag PROFINET IO Driver diagnostic information
Controller Status ~ Run
Media Redundancy + Connections 1 Number of established connections
 Online TRUE Cantraller is Online, DEP-Services available (e.g. Scan)
PNIO /O Mapping L IP Active TRUE UPD/IP based services active (e.g. Connect, Read/Write-Data)
- Stationname ‘controller’ current Name of Station
PNIO IEC Objects * IPParameter currently active IP-Settings
*- Ethernet Statistic
Log
- Link Status up
Status MAUType 100BASE-TX full duplex mode
Information
Ethernet : Running

Figure 5.8: Clearing the PROFINET communication error indication.
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