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INTRODUCTION

1 INTRODUCTION

1.1 ABOUT THIS DOCUMENT

WEG treats cybersecurity and information security with the utmost seriousness. We recognize the growing need
to protect our customers and our operations in an increasingly complex environment. We operate in essential
sectors where cyberattacks are not mere inconveniences, as they can impact entire communities and put lives
at risk.

This reality drives us to adopt a comprehensive approach to cybersecurity, integrating the protection of our
products and services with the strengthening of partnerships with other industry leaders. The development and
continuous evolution of our products are guided by recommendations from internationally recognized standards,
in order to meet the protection levels required by our customers and the markets in which they operate.

In this way, this manual aims to provide practical guidelines for the secure configuration, commissioning, and
operation of HMIs throughout their entire lifecycle, covering everything from the initial phase to continuous
operation in the field. The content has been developed with a focus on the cMTx series, considering its specific
functionalities and capabilities. Even so, many of the concepts and mechanisms presented here can be applied,
in whole or in part, to HMIs of the MT series.

It is important to emphasize that differences in functionalities, supported features, and capabilities may exist
between the series. Therefore, it is the user’s responsibility to assess the applicability of each recommendation
according to the specific HMI model used and to consult the corresponding technical documentation to verify
the available characteristics.

It consolidates practical guidance and mitigation measures, with an emphasis on secure HMI configuration,
reducing the attack surface, hardening defense mechanisms, and managing cyber risks throughout the
equipment’s lifecycle, contributing to resilient operation aligned with best security practices in industrial
automation systems.

NOTE!
@ The text of this manual was translated from the original portuguese version using artificial
intelligence, with technical review performed by WEG.

1.2 IMPORTANT NOTICE ON CYBERSECURITY AND COMMUNICATIONS

WEG HMIls, MT and cMTx models, are capable of connecting to and exchanging information via networks and
communication protocols. Although they have been designed and tested to ensure proper operation with other
automation systems using the protocols mentioned in this manual, it is essential that the customer understands
the responsibilities associated with information and cybersecurity when using this equipment.

Therefore, it is the customer’s sole responsibility to adopt defense-in-depth strategies and implement policies
and measures to ensure the security of the system as a whole, including the communications sent and received
by the equipment. These measures include, but are not limited to, installing firewalls, antivirus and antimalware
programs, data encryption, authentication control, and physical access control for users.

WEG and its affiliates are not responsible for damages or losses resulting from cybersecurity breaches,
including, but not limited to, unauthorized access, intrusion, leakage and/or theft of data or information, denial
of service, or any other form of security breach. The use of this product under conditions for which it was
not specifically designed is not recommended and may result in damage to the product, the network, and the
automation system.

In this regard, it is essential that the customer understands that external interventions through third-party
programs, such as sniffers or programs with similar actions, have the potential to cause interruptions or
restrictions in the equipment’s functionality.

MT / cMTx | 1-1



FUNDAMENTAL CONCEPTS OF CYBERSECURITY

2 FUNDAMENTAL CONCEPTS OF CYBERSECURITY

2.1 OVERVIEW

In an increasingly digital and interconnected era, industrial infrastructures are becoming heavily dependent
on integrated automation devices such as variable frequency drives, programmable logic controllers (PLCs),
human-machine interfaces (HMIs), industrial gateways, etc. In this scenario, cybersecurity is no longer optional;
it is an essential requirement for the safe, reliable, and continuous operation of systems.

With the constant advance of cyber threats, ever more sophisticated and targeted, traditional purely reactive
security approaches have become insufficient. New attack techniques emerge daily, requiring manufacturers,
integrators, and industrial operators to adopt proactive and resilient measures to protect their assets.

This growing complexity is leading governments to establish regulations that reinforce resilience, that is, the
ability to recover from an attack, adapt to constantly changing threats, and improve defense mechanisms,
minimizing impacts and preserving operational continuity. This involves not only implementing robust security
measures, but also anticipating and responding effectively to incidents. In this context, adopting a robust
cyber resilience strategy is no longer a competitive advantage; it is a critical necessity for business and for
the protection of industrial and mission-critical operations.

Several jurisdictions around the world have developed regulations focused on the security of industrial systems.
In the United States, the NERC-CIP set of standards establishes rigorous requirements for protecting automation
systems in critical facilities. In the European Union, the recently approved Cyber Resilience Act (CRA) imposes
direct obligations on manufacturers of digital products, including industrial automation equipment.

These initiatives are grounded in internationally recognized standards and frameworks such as the ISA/IEC
62443 series, the NIST framework, the ISO/IEC 27000 family, as well as specific guidelines like IEC 62351,
focused on the security of automation protocols. Adopting these references helps mitigate material risks,
strengthen the security of automation devices, and ensure the resilience of industrial operations in the face
of complex threats, safeguarding the continuity of essential services and the integrity of the data and systems
involved.

2.2 FAR BEYOND IT: THE NEW FRONTIER OF CYBERSECURITY

Traditionally, the term cybersecurity refers to the set of measures adopted to protect computer systems and
networks against unauthorized access or malicious attacks. However, when applied to the context of automation
and energy technologies, this concept expands significantly. In this scenario, cybersecurity encompasses
practices aimed at ensuring the reliability, integrity, and availability of control and automation systems, principles
widely known in the information technology (IT) realm by the acronym “CIA” (Confidentiality, Integrity,
Availability).

In industrial environments, these measures are essential to prevent a range of risks, such as the leakage of
sensitive information, physical damage to equipment or systems, data corruption, and operational disruptions.
Such incidents can compromise not only efficiency, but also the safety of critical processes.

In IT, the priority is usually data confidentiality, followed by integrity and, lastly, availability. In Operational
Technology (OT), however, this order is reversed: availability is the most important factor, followed by integrity
and confidentiality, forming the acronym “AIC.” This is because, in industrial environments, keeping systems
running continuously and safely is more critical than protecting information from unauthorized access.
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2.3 DEFENSE IN DEPTH

The concept of defense in depth involves more than relying on a single security measure. It consists of
implementing security mechanisms at multiple levels to provide robust protection. This approach significantly
reduces potential risks, such as information leakage and hacker attacks, enhancing the overall security of
products during installation, operation, maintenance, and disposal.

2.3.1 External Environment

The HMI must be installed and operated in industrial environments with secure network infrastructure to prevent
unauthorized access. To ensure optimal performance and minimize security risks, follow the recommendations
below. The external security structure consists of three main layers:

= Plant security

= Network environment security

= System integration security

2.3.1.1 Plant Security

Ensure the safe use of the HMI through comprehensive system checks.
= |nstall controlled perimeters with access control in industrial facilities.
= Implement biometric access control or locking systems in laboratories or server rooms.
= Use alarm or video surveillance systems.

2.3.1.2 Network Environment Security

A secure network environment is a controlled configuration in which access is limited to authorized devices,
users, and services, preventing unauthorized access, data leaks, and malicious attacks. The product is
designed to be used within protected internal networks. Avoid exposing it directly to public networks. If external
connectivity is required, implement the following security measures, which help separate internal communication
traffic from external traffic.

= Monitor communication between office and factory networks using firewalls.

= Use routers to prevent direct access via public IP.

= |f the product has two Ethernet ports, connect:
* LAN 1 to the external network
¢ LAN 2 to internal devices

2.3.1.3 System Integration Security

Ensure that internal protection mechanisms remain effective during system integration.
= Keep systems regularly updated
= Use antivirus
= Implement user authentication

2.3.2 Product Operation

HMI system settings are generally managed by personnel responsible for creating files and system integration.
During user operation, it is essential to prevent unauthorized changes to parameters that could disrupt normal
operation. Recommended measures:

= Hide system settings
= Change default login passwords
= Use encrypted HTTPS communication on the web configuration page

The HMI includes built-in security features enabled by default, which can be configured as needed to meet
installation requirements. This configuration should be performed only by qualified personnel, as incorrect
changes can compromise the security of the system and the network.
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GENERAL SECURITY MAINTENANCE

This section provides guidelines and recommendations to ensure product security. It helps users plan and
effectively carry out routine information security maintenance tasks.

2.5

Regularly update the product to ensure both software and firmware are always up to date. This includes
applications, operating systems, and other components. This practice prevents the exploitation of known
vulnerabilities and introduces new security features.

Conduct routine security vulnerability testing, such as vulnerability scanning and penetration testing. This
approach helps identify and remediate potential weaknesses.

Use the product’s monitoring capabilities to oversee its operation, identify abnormal behavior, and track
security events. In addition, keep records of all security events for subsequent analysis and investigation.

Employ appropriate encryption mechanisms for handling sensitive data and communications. This
ensures the confidentiality and integrity of data during transmission and storage.

Develop contingency plans to respond effectively to potential security events and quickly execute response
measures. In parallel, establish a vulnerability management process to assess, track, and remediate
vulnerabilities periodically.

If this product grants access to third-party service providers, ensure they follow the same security
standards and regularly assess their security posture. Consult international standards for third-party
supplier management (for example, ISO 28000 / ISO 27001).

RISK ANALYSIS AND REPORTING MECHANISM

When using the product, if security-related risks arise, follow the procedure below:

Conduct risk analysis.

Consult the product safety manual.

Evaluate the effectiveness of mitigation measures.

If the issue cannot be resolved, contact the company’s support channels.
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3 RISKS DURING PROGRAM EDITING

3.1 INSTALLATION FILE VERIFICATION

3.1.1 Digital Signature

Before installing EasyBuilder Pro, check that the installation file (setup.exe) has a valid digital signature and that
it has not been tampered with. Right-click the installer, open the Digital Signatures tab, and select Details to

confirm the integrity of the digital signature. Figure 3.1 shows the installer properties and the digital signature
details.

# setup.exe Properties X | Digital Signature Details ? X
Security Details Previous Versions General Advanced
General Compatibility Digital Signatures
— . Digital Signature Information
Signature list

—" This digital signature is OK.

Name of signer: Digest algorithm Timestamp
WEINTEK LABS.... sha256 Wednesday, March 8.. Signer information
Name: |WEINTEK LABS, INC.
E-mail: INot avaiable
Signing time: |Wednesday, March 8, 2023 11:27:56 AM
View Certificate
Countersignatures
Name of signer: E-mail address: Timestamp
Globalsign TSA f... Not available Wednesday, March ...
Details

o Concel | | oy [Cox ]

Figure 3.1: Installer digital signature.

3.1.2 Installation Directory

Install EasyBuilder Pro in a folder with restricted access permissions (for example, C:\Program Files (x86)),
as shown in Figure 3.2.

! ﬂ Setup - EasyBuilder Pro V6.08.02.275 -

Select Destination Location
Where should EasyBuilder Pro V6.08.02.275 be installed?

Setup will install EasyBuilder Pro ¥6.08.02.275 into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files (x86)\EBpro l | Browse... I

At least 1,975.3 MB of free disk space is required.

<Bad<‘Next> ‘Cancel

Figure 3.2: Installation directory.
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RISKS DURING PROGRAM EDITING

3.1.3 EasyBuilder Pro Version Update

Ensure the software is updated to the latest versions that address security vulnerabilities. To check your current
version and look for new updates, open EasyBuilder Pro and click File — About — Check for updates..., as

shown in Figure 3.3.

EasyBuilder Pro V6.10.01.252

? Home
LY

Recent Projects
+ New Ctrl+N Ject
Open Ctrl+0
= :
About EasyBuilder Pro
Ider Pro V6.10.01.252 Build 2025.02.03
'f} Decompile ‘ COPIYIOIAC ARG Warmel LaD.. Wi
All rights reserved
4 Upload (HMI->PC)  F8
Q Compress/Uncompress Licenses Agreement
- Third-pany Licenses..

IS Print. » Belease Note Check for updates...

B‘ Bxit

Figure 3.3: Checking the current EasyBuilder Pro version and available updates.

0K

You can enable notifications to be automatically informed of new updates when the program starts. To do this,
click File — Preferences — Misc and enable Notify when new version of EasyBuilder Pro is available, as shown

in Figure 3.4.

Preference

Project
Display €SV delimiter : Comma () &
| Misc | " Forimport/export of tag library, label library, string table ete, in EasyBuilder Pro.

Privacy Consent
[ Enable “Type and Find™ for tag address in address setting

O Using function key to make shape library object

. Motify when new version of EasyBuilder Pro is available.

Picture/Shape Library Search Path...

Figure 3.4: Notify when a new version of EasyBuilder Pro is available.
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RISKS DURING PROGRAM EDITING

3.2 SOFTWARE SECURITY SETTINGS

3.2.1 Enable Secure Communication

Enable secure communication to ensure that communication between the HMI and other devices is encrypted.
In an open project in EasyBuilder Pro, click Home — System Parameters, open the Devices tab, select the HMI,
click Settings/Security, and enable Enable secure communication, as shown in Figure 3.5.

* Find/Replace Addr

Paste SEm Select

Parameters « " Window copy B8 &
Clipboard Editing
tem Parameter Settings * . .
S 2 Device Settings E
Cellular Data Network BOZ2.1X (WiFi) WiFi Hotspot Time Sync./DST e-Mail FTF MName :  Local HMI
Device Model General System Remote Security Extended Memory
@ HMI
Device list: What's my IF?
Name Location  Device Type Interface  I/F Frotocol  Station No. Location : | Local - Sattings...
e
|_ Local HMI Local cMT2108X2 (V2) (1024 % 600) - - 0 1
Ii Enable secure communication I
LW protection
| Prohibit remote-write operation of remote HMI or MODBUS client
RW protection
Prohibit remote-write operation of remote HMI or MODBUS client
Data Security... |
New HML.. New Device/Server... Delete Settings/Security... -

Figure 3.5: Enable secure communication.

3.2.2 Use Enhanced Security Mode

Enhanced security mode is recommended so that designers can assign different privileges to different users
and control access to objects. In EasyBuilder Pro, click Home — System Parameters, open the Security tab,
and enable Enhanced security mode, as demonstrated in Figure 3.6. For detailed settings, refer to the chapter
User Password and Object Security in the EasyBuilder Pro manual.

System Parameter Settings E
Cellular Data Network | 802,1X (WiFi) | WiFiHotspot |  TimeSyne/DST | eMail | FIP
Device | Model | General System ] Remote rgm Extended Memory

(General mede [ Exizrnal Server.., 1 [ Editable.., B
[ Use existing user accounts and ad ministrator settings on HMI first Gf existed). Otherwise, use settings below.
Enable Secretuser User name Password Class A Class B Class ©
1 ¥ (] userl L] ® M ] [
2 M user2 L] @ M 7] &
3 (] user3 [ ] . @ M O [=lE
4 ¥ ] userd L] @ M 0 ]
5 ™ O users ] @ M ] O
6 0 (] users [ ] . @ [ (] B

Figure 3.6: Enable enhanced security mode.

3.2.3 Use Strong User Passwords

Strong passwords are less vulnerable to cracking attempts by malicious actors. The robustness of a password
is related to the number and diversity of characters used. Among the types of characters that can be employed
are:

= Uppercase letters
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= Lowercase letters
= Numbers
= Special characters

Password strength classification:
= Strong: three or more character types and length equal to or greater than 8 characters.
= Medium: at least two character types and length equal to or greater than 6 characters.
= Weak: only one character type or length less than 6 characters.

Figure 3.7 shows the strength classification of some example passwords.

Enable Secret user User name Password Class A Class B

1 O |userz 5A@CA@6B5

2 ] |user2 SAC46B -
3 ( user3 3 |

Figure 3.7: Examples of password strength classification.

Guidelines for creating strong passwords:
= Use at least eight characters
= Combine uppercase letters, lowercase letters, numbers, and special characters
= Avoid dictionary words

Avoid keyboard sequences such as 123456 or asdfg

Avoid repeated characters such as AAAA

Avoid alphabetical sequences such as ABCD

3.2.4 Protection of Password Settings

Enabling Read-only mode prevents unauthorized users from modifying security settings when obtaining the
original project file. In this mode:

= Security settings cannot be changed

= Passwords are displayed in masked form

= Administrative access requires the original password

To enable it, go to the Security tab, click Editable, and configure the Read-only Settings options, as shown in
Figure 3.8.

System Parameter Settings x

Cellular Data Network Time Sync./DST &-Mail FTP .

Device Model General System Remote Extended Memary Veudonly Setinge o
v |Enable read-only
General mode © Enhanced security mode External Server... Editable...
Password : 900008 medium -

= Use existing user accounts and administrator settings on HMI first (if existed). Otherwise, use seftings (1 ~ 4294967295)
~ below.

Enable Secret user User name Password Class A Cl ¥ Mask password
'8 O [ : . @ =) o
2 a j user2 - & .

I

Figure 3.8: Enabling read-only mode.

3.2.5 Enable Automatic Logout

To prevent unauthorized access using open sessions, it is recommended to enable automatic logout on inactive
HMls. In EasyBuilder Pro, click Home — System Parameters — System and enable Auto logout. Figure 3.9
shows the screen to enable automatic logout.
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System Parameter Settings [ |
Cellular Data Network | 802.1X (WiFi) |  WiFiHotspot | TimeSwme/DST | eMal | FTP
Device ] Model | General ‘I System I [ Remote I Security | Extended Memery
Startup language after redownloading the project : [La_nguage 1 v] B

Delay time of device communication after HMI starts : second(s)

* Use this option to prevent communication errors when HMI starts faster than PLC,

Execute nit. macro when power on

Auto logout

Enable minute(s)

* When a user does not operate the HMI for longer than the setting time, the system will automatically logout.

11

Figure 3.9: Enabling automatic logout.

3.2.6 Time Synchronization via NTP Server

To keep accurate records and logs, it is recommended to regularly synchronize the HMI clock with an NTP
server. In EasyBuilder Pro, click Home — System Parameters — Time Sync/DST and enable Enable time
synchronization via NTP server, as indicated in Figure 3.10.

System Parameter Settings !
Device | Model | General System | Remote | Securit | Extended Memory
Cellular Data Network | 802.1X (WiFi) WiFi Hotspot | | Time Sync/DST | | e-Mail | FIP
HMI time zone :  (UTC+08:00) -

* [HMI time zone] setting wiill also be nsed for timestamps of OPC UA and MQTT.

["|Enable time synchronization with the external device when HMI starts

I [¥|Enable time synchronization via NTP (Network Time Protocol) server I

Execute time synchronization when HMI starts

[ |Server response time has been adjusted in accordance with DST

Server response time :  (UTC+00:00) GMT Standard Time v

11

Network time server 1 : 0.pool.ntp.org (e.g. wwv.nist.gov or 24.56,178.140 )
Network time server 2 :  1.pool.ntp.org
Network time server 3@ 2, pool.ntp.org
Network time server 4: 3,pool.ntp.org

Update 1nterval (10 ~ 864003 : 10 saconds

Figure 3.10: Date and time synchronization.

3.2.7 Object Security

The basic operational element of an HMI is the object. It is recommended to enable security control for
each operable object, allowing for confirmation before executing commands and restriction based on user
permissions. To configure it, create a new object or open the object properties by double-clicking it, then access
the Security tab. Figure 3.11 shows the screen for configuring object security.
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New Numeric Object X

IGeneral IData Entry|Format |Trizger Action Setting [ Security || Shape I Font ]

Safety control
| Display confirmation request | Max. waiting time (sec) : 10 ~

Enable/Disable
] Use register statnsfvalue

"] Use contrel token

* For environment of using multiple clients (¢MT Viewers).

User restriction
IObJect class : IClass tA '}I

Disable protection permanently after initial activation

] Display warning message if access denied

I Make invisible while protected

* If the user tries to operate on an object without anthorization, LB-12056 will be set to ON.

Figure 3.11: Configuring object security.

3.2.8 Operation Logging

Whenever an operation is performed on HMI objects, the Operation Log can record information such as:
= Date and time
= User name
= Object class
= Window number
= Object name
= User-defined comments
= Type of action performed
= Memory address
= Changes made

Logs are stored by default in the HMI memory in SQLite database format and can also be copied to external
devices such as USB drives. To enable logging, go to Data/History — Operation Log Settings and configure
the objects whose operations will be recorded, as shown in Figure 3.12.

NOTE!
@ Use the Object Filter feature to define which objects should be displayed.

ATTENTION!
& Caution is recommended when configuring this page, as incorrect settings may cause data loss.
It is also advisable to synchronize logs with external devices if the HMI space is insufficient.
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@ ~ N t | IREIENGEAGIE |IoT/Energy ola] v
& = . ;| Kl

B = Trend Display % % Alarm Bar = Event Bar Chart E §7 Backup (Per-page)
E L&

1 Operation Log View

- ?CIICU'E! Trend Display Event (Alarm) : Alarm Display Recipe Recipe 2 Backup (Global) Operation Log Printing
Sampling - History Data Display Log s Event Display Database View | (1 Import/Export
Data Logging Event/Alarm Recipe Maintenance Operation Log
Enable
Objects History/Control
Comment text filter :
Object Enable Comment Source Comment Settings m
4 Global El
& User login/logout | |[From object's comment

4 5: Device Response

&5 FKO O [From object's comment ~
4 6:HMI Connection

&5 FK0 O [From object's comment "

4 7:Password Restriction

&£ FKLO

[From object's comment '}

4 8:Storage Space Insuffic...

&4 FKO O {From object's comment ~
4 62:ASCI Upper M

124 SW_O (LW-9540 (.. [ | |From object'scomment ~
4 63:ASCI Lower M
[ ] s

[ ExpendAll | [ Collapsell | [ selectanl | | Discard Al

Automatically enable operation log for new objects

Figure 3.12: Configuring operation logs.
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4 RISKS DURING PRODUCT OPERATION

41 LOGIN AUTHORIZATION

To access the cMTx series HMI web configuration page, open a browser (such as Edge, Chrome, or Firefox)
and enter the device’s IP address. If the WebView interface appears after entering the IP, use the address:
https://<ihm_ip>/admin to access the EasyWeb 2.0 system parameter login page. Authorization within the
system is divided into three levels:

= Admin: has the highest authorization level and can modify all settings.

= Update: has limited permissions to change settings.

= History: has permissions to access log data and its backup.

It is recommended to set distinct passwords for administrators and operators, in order to prevent

G CYBERSECURITY NOTE!
operator accounts from obtaining administrative privileges.

For security reasons, password confirmation is required before accessing the settings. In addition, access to
the History section also requires password authentication, allowing stored logs to be viewed. Figure 4.1 shows
the system login page.

W Easyweb

Welcome back

Admin

Password

|

Figure 4.1: System login authorization.

4.2 LOG FILE SECURITY

The security of log files generated by Data Sampling, Event Log, and Operation Log can be enhanced using
the measures described in the following sections.

4.21 Prolonging Flash Memory Lifespan

Due to the limited number of write cycles of the HMI’s internal flash memory, frequent writes or large volumes
of data can reduce the memory’s lifespan. This can result in:

= Unreadable data
= HMI initialization failure

It is recommended to keep the average write speed to flash memory below 1200 KB/min. This information can
be checked in the HMI's system settings, as indicated in Figure 4.2.
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@i Setting 4 Back Information

CPU 20.08% »
Memory 59.54% »
22 General eMMC N
@® Language Uptime 2 days 18 hours 41 mins
1/0s RD 0.0/s WR 7.8/s
g Input Method Written Bytes since Boot 21 GB 799 MB
Disk
HMI RD 0.00KB/s WR 0.00 KB/s
Network
Ethernet 1 RX 1.84KB/s TX 16.13 KB/s

Figure 4.2: Average write speed to flash memory.

4.21.1 Recommendations to reduce write speed

Data Sampling

If logs are not required, disable the option to save logs.

Set longer sampling intervals.

Reduce the frequency of sending synchronous commands to control addresses.
If using customized file handling, reduce the file exchange frequency.

If using periodic automatic synchronization, increase the synchronization interval.

Event Log
= |f logs are not required, disable log storage.
If not used for alarms, avoid enabling the Save to history option.
Reduce the frequency of sending synchronous commands.
Use the Aggregate mode to limit flash write frequency.

Operation Log
= Reduce the frequency of sending synchronous commands to control addresses.
= Use the Aggregate mode to limit write frequency.

NOTE!
@ Before powering off the HMI, set the system register LB-9034 to ON to ensure that logs are
completely written to flash memory.

4.2.2 Save or Back Up Logs to External Device

It is recommended to save or back up logs to external devices, such as:
= USB drives
= SD cards
= Database servers

This helps prevent data loss when the HMI’s storage space is insufficient. Figure 4.3 shows the available storage
options for logs and the HMI’s global backup.
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History file Backup (Global) @
Enable ' General | Output
Backup position
(@) All records in one file Q USB disk 1 USB disk 2 e-Mail

B FTP
() Customized file handling

File name : |ogo00

* Use LW-9032~9039 to change the backup folder name.
* To use [FTP] to store data, enable the FTP server in [FTP] page of [System Parameters] dialog

Save to first,
() HMI memory (10000 limited) () HMI memory (until space full) Storage format
) . ) . Format ; (SQLite Database Fle (*db) z]
(@) USB disk 1 () usB disk 2
Splitby : [Date z
Sync. to database [¥]Enable checksum for dats integrity s}
Enable
Database : |1.192.168.1.0 v
History source
(@ usB disk 1 _) Database e

Figure 4.3: Example of log backup.

4.2.21 Recommendations for using USB and SD

USB devices and SD cards also have limits on write cycles.
= Use devices with larger capacity (for example, 32 GB).
= Perform periodic remote backups (for example, annually).

4.2.2.2 Recommendations for using a database server

= Enable RAID.
= Perform periodic remote backups.

4.2.3 Enable Checksum for Data Integrity

The EasyConverter tool allows opening SQLite files on a computer and viewing backup data, as well as exporting
it to Excel or CSV formats. If the backup files contain checksums, EasyConverter can verify data integrity. To
enable this feature, check Enable checksum for data integrity when generating backup files, as indicated in
Figure 4.4. This feature is supported only on cMTx series.

Backup (Global) =
General | Ouput |
Backup position
@ USB disk 1 ©USB disk 2 -Mail
FTP

* Use LW-0032~9039 to change the backup folder name.

¥ ;[o use [FTP] to store data, enable the FTP server in [FTP] page of [System Parameters] dialog
irst.

Storage format

Format : [SQLite Database File (*.db) v
I[7Enal>le eheckeum for data integrity I o
ok ][ concel ][ bep ]

Figure 4.4: Checksum configuration for backup files.

EasyConverter can also verify the integrity of backup files. If any unauthorized modification is detected during
verification, an alert will be displayed.
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5 RISKS DURING REMOTE MAINTENANCE

5.1 COMMUNICATION SECURITY

5.1.1 Disable Unnecessary Functions

When using an HMI, it is recommended to disable functions that are not being used—or at least protect them
with a password. Among the functions that can be disabled are:

= Remote HMI

= PLC Control (change page)

= Modbus Server

= VNC Server

= cMT Diagnoser (cMTx Series)

= OPC UA Server (on some cMTx models)

The HMI's remote access functions, VNC server and cMT Diagnoser, can be enabled and disabled in System
Parameter — Remote, as shown in image Figure 5.1.

tem Parameter Settings x
Q

Cellular Data Network BO2.1X (WiFi) WiFi Hotspat Time Sync./DST e-Mail FTP
Device Model General System Security Extended Memory
[T Prohibit remote HMI connecting to this machine

("] Prohibit password remate-read operation (or set LB9053 on)

f:] Prohibit password remote-write operation (or set LES054 on)

VNC server

[C) Password free

[T Password from project
[_] Monitor mode
VNC/WebView interlock

[] Enable
* Supported 05 version 20240501 or later

EasyAccess server

Location of EasyAccess 2.0 server : Global -
. Start EasyAccess 2.0 after updating project.

Diagnoser

(] Enable

eMT Viewer

Max connect count : 3 7 (count @ 1~ 10)

Warning : too many connect count will affect performance.

Figure 5.1: HMI remote access options.

5.1.2 Modbus Server

When a Modbus server is used in an HMI project, go to System Parameters — Device — Settings/Security.
Enable the LW Protection and RW Protection options, as demonstrated in Figure 5.2. This prevents unintentional
changes to system registers during communication between the HMI and Modbus clients.

NOTE!
@ To configure the protected LW or RW range, refer to the range supported by the system parameters.

MT / cMTx | 5-1



RISKS DURING REMOTE MAINTENANCE

[ oevicesetings ==

Name : Local HMI

(@) HMI

Location : [Lucal v] ‘ Settings...

Enable secure communication

LW protection

Prohibit remote-write operation of remote HMI or MODBUS cIientI

LWrange : 9000 ~ 12999

RW protection

Prohibit remote-write operation of remote HMI or MODBUS client I

Data Security...

Figure 5.2: LW protection configuration for Modbus communication.

5.1.3 MQTT

When MQTT is used in an HMI project, it is recommended to use TLS 1.2 encryption. It is also necessary to
import:

» Certificate Authority (CA) certificate

= Client certificate

= Private key

In the MQTT Server object settings, enable encryption and verification on the TLS/SSL tab, as indicated in
Figure 5.3.

[Gsneral IAdd.ress | TLS/SSL Msystem Topicl

I Enable |I
Version : |[TL3 1.2 ~

Server verification

| Use certificate on HMI first (if existed), Otherwise, use imported files below,
CA certificate : None

Server name must match certificate’s information

Client verification

: Use certificate on HMI first (if existad). Otherwise, use imported files below.
Certificate : None

Use private key on HMI first Gf existed), Otherwise, use imported files below,
Private key : None

Figure 5.3: TLS/SSL encryption settings for MQTT.
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If an OPC UA server is used in the HMI project, it is recommended to disable plaintext communication and use
only encrypted communication. In the General tab of the OPC UA server settings, disable the None option in
the security policy, as shown in Figure 5.4. This ensures that clients communicate only with encrypted data.

General |User Authentication I Discoveryl

Comment :
OPC TCP
Iopc.bcp:e’/<HMI [P=:4840/
Port: 4840

Server name :

V] Automatically trust all client certificates

Security policy : || | None

Basic128Rsald

Basic256

[Sign; Sign & Encrypt v l
[Sign; Sign & Encrypt ']
[Sign; Sign & Encrypt V]

[V]Basic2565ha256

Figure 5.4: OPC UA server security policy configuration.

G CYBERSECURITY NOTE!

The Basic128Rsa15 and Basic256 security policies are no longer considered secure due to the
SHA-1 hash algorithm. These policies are supported for compatibility purposes only.

5.1.5 Database Server

When a database server is used in a project with an HMI, it is recommended to enable TLS 1.2 encryption. The
Certificate Authority (CA) certificate should also be imported. In the Database Server object settings, enable
encryption and verification on the TLS/SSL tab, as shown in Figure 5.5.

| General | TLS/SSL | Statns/Control |

I Enablei

Version : |TLS 1.2 ~

Server verification

CA certificate : None

(V] Use certificate on HMI first (if existed). Otherwise, use imported files below.

Server name must match certificate's information

Figure 5.5: TLS/SSL encryption configuration for database server.
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5.1.6 Email

When the email sending feature is used in the HMI project, it is recommended to:

= Use an SMTP server that requires authentication
= Use a TLS/SSL encrypted connection

After enabling the email function in the system settings, check the options SMTP server requires authentication
and Use the following type of encrypted connection, as in Figure 5.6.

[ ystemparameter setings ==

Device | Model l General System I Remote I Securi Extended Memory
Cellular Data Network I 802. 1X (WiF1) WiF1 Hotspot I Time Syne./DST e-May FTP
Enable e-Mail function
[ |Use existing contact settings on HMI first (if existed). Otherwise, use settings below.
* Set the right [HMI time zone] to have correct email sending time,
SMTF settings
Server : Portno.: 0
User name :
Password : @
Confirm Password : @

SMTP server requires authentication
Use the following type of encrypted connection
WSy v

Figure 5.6: Encryption configuration for sending emails.

5.1.7 cMT Viewer Remote Monitoring

If remote monitoring of cMTx series HMIs is required, the cMT Viewer application can be used.
recommended to configure passwords for different permission levels in the HMI system settings, as shown
in Figure 5.7. These same passwords must be used in cMT Viewer to access the screens.

Setting

System setting

System Password

System setting

Update project
&9 Enhanced Security

History
@ VNC Setting

User
M3 EasyAccess 2.0
@ Language
em Input Method

A

Figure 5.7: System password configuration for remote access.

It is

©

NOTE!

The maximum number of simultaneous HMI accesses via cMT Viewer can be limited in System

Parameters — Remote, as shown in Figure 5.1.
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5.2 WEB PAGE SECURITY

When an HMI from the cMTx series is used, the user can access the EasyWeb 2.0 interface through a browser.
In this interface it is possible to:

= Configure the network IP address

= Upload or download projects

= Perform data backup

Because these features involve critical operations, it is recommended to apply the following security settings.
5.2.1 Enable HTTPS Encryption

It is recommended to enable encrypted HTTPS communication. After accessing EasyWeb 2.0, open the
Administration menu, go to the Security page, and enable the Force HTTPS option, as shown in Figure 5.8.

@ ot x [ v - O x
< C Y A F=2 | hups//192.168.2.212/admin/account/security 2 % e »=0Q :

3 HMI Name: Date/Time: 5 ® 2 admin -

Security
Force HTTPS aQ©
Auto block if failed login attempts reaches the limit ()
ea = blocked afer 5 failed login attempts
Allow site embedding ()
g Administration Password Strength Rules Reset E

Figure 5.8: Setting to force the use of HTTPS.

5.2.2 Enable Password Strength Rules

It is recommended to enable password strength rules to enforce requirements for:
= Minimum length
m Use of uppercase and lowercase letters
= Numbers
= Special characters

In the Password Strength Rules section, configure the options highlighted in Figure 5.9 and click Save.

@ MT x BB v - o 72
<« C % A F=2 | hups//192.168.2212/admin/account/security & % Dex»0@ :
\ © cMT-SVR-100 4 Password Strength Rules Reset
\ Easy 2.0 N
Enable password strength rules @)
© sisem efault
Minimal password length 19
mum | 1 of passw 3 2
Include numbers c
Include mixed cases @)
Include special characters ‘:)

G Administration

Figure 5.9: Password strength rules configuration.
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5.2.3 Enable Password Expiration

It is recommended to enable password expiration to require periodic credential updates. In the Password
Expiration section, set the number of days for password validity, as indicated in Figure 5.10, and click Save.

\ © oMT-SVR-100 3 Int:rude numbers
0 \

EasyWeb 2

Include mixed cases

Include special characters

Password Expiration Reset

o[@ » 0 »

Enable password expiration

Validity period 90 days
G Administration S ‘ o '

Enforce password update ‘D

®  Security

Figure 5.10: Password expiration configuration.

5.2.4 Automatic Lockout after Login Attempts

It is recommended to enable automatic lockout when multiple login attempts with the wrong password occur.
When this option is enabled, the system is locked after 5 consecutive invalid login attempts, and the lockout
remains active for approximately 10 minutes. The setting can be configured on the Security page of the
Administration menu, as shown in Figure 5.11.

@ T X 4+ % - = 2
<« C ( A F=2 | hups//192.168.2.212/admin/account/security e % Ce»0@ :
3 HMI Name: ~4B36 Date/Time: 202 6:27-3 ® 2 admin v
Security
Force HTTPS [ @)
Auto block if failed login attempts reaches the limit ()
Allow site embedding [ @)
© Administration Password Strength Rules Reset m
Enable password strength rules Q

Figure 5.11: Automatic lockout configuration after failed logins.

5.2.5 Change System Password

After configuring the web interface security options, it is recommended to change the system password to a
stronger one. To change it, go to Administration, open the System Password page, and set the new password,
as shown in Figure 5.12.
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@ M1 x 4+
&« C 1t A F=2 | btps//192.168.2.212/admin/account/password = Y 8 @ » 0 @ i

® i i ]
W an1e |

Please select identity to edit password.

System Setting
Current password: =«

New password: — =sesseesseens

Confirm new password:  sswscessssss

Submit Reset

e Administration

® Sysiem Password

Figure 5.12: System password change configuration.

5.3 REGULAR SECURITY MAINTENANCE ACTIVITIES

Carrying out regular information security maintenance activities is essential to maintain ongoing protection of
the system and data. Recommended practices include:

= Regular software updates to ensure operating systems, applications, and firmware are up to date with the
latest security patches.

= Periodic password changes using robust combinations of letters, numbers, and special characters.
= Performing regular data backups and storing them in secure locations.

= Hardening firewalls and intrusion prevention systems.

= Performing periodic vulnerability scans and security tests.

= Periodically reviewing access permissions to ensure that only authorized users have access to sensitive
resources.

= Regularly monitoring system and application logs to detect incidents or abnormal behavior.

= Conducting internal or external security audits to verify compliance with best practices and security
standards.

MT / cMTx | 5-7



GUIDELINES FOR SECURE PRODUCT DISPOSAL

6 GUIDELINES FOR SECURE PRODUCT DISPOSAL

This section describes procedures for the secure disposal of the product in order to avoid information security
issues, such as leakage of sensitive data, when an HMI product is taken out of operation or decommissioned.

6.1 RECOMMENDATIONS FOR SAFE DISPOSAL

When permanently decommissioning an HMI, it is recommended to follow the practices below to ensure that
information stored on the device is not exposed.

= Remove the HMI from the equipment or system without causing physical damage to the device.
= Completely erase programs and configuration data stored on the HMI by performing a system reset.
= Securely delete logs stored both on the HMI and on external storage devices.

= Perform secure physical disposal of the equipment—if necessary through physical destruction—to prevent
potential leakage of data that cannot be completely removed from the device.
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